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A Novel Chip-Interleaving DS SS System
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Abstract—This paper proposes a chip-interleaving direct-se- harmonic tone jamming if full period ef.-sequence is used to
quence (DS) spread-spectrum (SS) system. Its performance iSspread each data bit.
analyzed under ON-OFF wide-band jamming, and closed-form  1ha haner is organized as follows. Section Il describes the
bit error rate (BER) performances of two special cases of the - . .
system are obtained. The behavior of the system under tone chip-interleaving DS SS §ystem. F_’erformapce anaIySIS_of the
interference is also studied. The average signal-to-noise ratio of System under ON—-OFF wide-band jamming is presented in Sec-
the system is given as a function of tone interference frequency, tion Ill and the performance of the system under multiple tone
and the system BER performance under harmonic tone jamming jamming is investigated in Section IV. The effect of synchro-
is then investigated. The system is compared with a conventional iz ation error on the performance of the system is analyzed in
system using numerical examples. Section V. Numerical results are presented and compared with
Index Terms—Chip-interleaving, direct-sequence spread-spec- conventional DS SS system in Section VI. Finally, conclusions
trum, jamming. are drawn in Section VII.

|. INTRODUCTION Il. SYSTEM MODEL

GREAT deal of natural noise as well as manmade The major difference of the chip-interleaving DS SS system
electromagnetic interference are basically impulsiigcom the conventional DS SS system is the order in which

in nature. ON-OFF wide-band noise is a typical model fahips are transmitted. LeB™ = [ ™ . bg\’;)],
impulsive interference [2]-[8]. Since the wide-band noise ig () — [af) agi) a(Li)], where bgh)béh)...bg\h) is the

spectrally flat over the entire signal bandwidth, the direct-sgaquence of data bits of tieh data block andngi)aéi o CL(Li)
quence (DS) spread-spectrum (SS) system cannot rely j@fne spreading sequence of title data bit of a data blocky/

its processing gain to suppress the jamming. Although buystihe number of data bits per data block @hds the number
error correcting coding together with coded bit interleavings spreading chips per data bit, i.e., processing gain (PG). If

can improve the system performance [8], coding, howeveke pit duration and chip duration are denotedZyand 7.,
will certainly introduce redundancy to the system. Nonlineggspectively, thed, = 7, /7. Define

noise suppression techniques such as amplitude limiters have

been employed to suppress the impulsive noise [3], [6], [9]. bg")A@) diy  dis - dig
Nevertheless, performance improvement by the amplitude ) A (2) d . d

limiters depends highly on the model of impulsive noise and D= | * ~ = ' 2L 1)
appears insignificant under ON-OFF wide-band noise model : : :

[3], [6]- The concept of chip interleaving was first introduced bg\]})A(’”) dyn dye - dur

by Tachikawa and Marubayashi [2]-[6] to the DS SS system i ) i
used in power line communications to combat burst noi¥d'eredi; is actually the sequence being sent out. The emphasis
which was modeled bperiodic ON-OFF wide band. In their here is the order of sendifg. Conve_ntlonal s_ystem transmits
system, the time intervals between the spreading chips 4§ contents oD row by row, left to right, while the proposed
randomized by using multielements-sequences or Taus-SyStem transmits them column by column, top to bottom.
worthe—Lewis—Payne (TLP) sequences and amplitude limitef@ P& specific, the sequence it sends out can be written as
are used [3], [5], [6]. Nevertheless, the system seems difficit1@21 - - - duvidiz .. .dyro ... dir. ... dyr. Thus, the adjacent

to be analyzed. In this paper, a simpler chip-interleaving syst&fiPS Of the same data bit is separatedMy— 1 chips from

is proposed and studied. Its closed-form bit error rate (BER§ — 1 different information bits. A block diagram of the
results of two special cases under burst noise are obtain@nsceiver of the proposed system is shown in Fig. 1. On the
The results also provide performance bounds for general caf@§smission side in the firs/ 7. interval, the switch rotates

of the chip-interleaving system. Furthermore, analysis shoff@M contact to contact every, s, the resulting sequence of

that the proposed chip-interleaving system is also resistant/tp data chips is multiplied by the first chip of their spreading
sequence, respectively, and transmitted. The transmitter then

repeats the same procedure in the second, third, etc., until the
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Fig. 1. The proposed chip-interleaving DS SS system.

gain L which is the same as that of conventional system. It e synchronization technique for conventional DS SS system

easy to see that wheW is equal to one, the system reduces ts applicable to the proposed system as well, where the prin-

the conventional system. ciple employed is the same. Hence, in the following analyses
Note that in the chip-interleaving system described aboue, be presented in Sections Il and 1V, we will neglect the ef-

the time intervals between neighboring chips of the same d#&tat of synchronization error and assume perfect synchronized

bit are identical and the order of chips is not changed, hen@xeption for simplicity of presentation. The effect of synchro-

the system can be called periodic chip-interleaving systamzation error on the performance of the proposed system will

(PCIS). In comparison, the chip-interleaving system proposbd addressed in Section V.

by Tachikawa and Marubayashi [3], [5] tries to randomize the

time intervals between chips of the same data bit by using I1l. ON—OFF WIDE-BAND JAMMING

delay sequences such as multielementsequences or TLP .
We now proceed to examine the system performance

sequences. The order of chipsis also changed, i.e., for example . ) ) :
the third chip could be sent out before the second chip. HenceBri}der ON-OFF wide-band jamming. The jammer model was

is appropriate to refer their system as random chip-interleaviﬂ scrlbeddt;]n t[g] Whlqh IS thg sar;% atshth_at used n [|6]' It r|1$t
system (RCIS) in order to distinguish it from the propose sumed that the noise produced by he jammer 1s aiso white

system. It is worth to point out that in RCIS, the interleavin aus?an V\."tg. |n(ﬁreaiﬁdo?\|0\éver ipect;al dznéllt:ylé '(Ij'he :gmmer
pattern is actually fixed once the delay sequence is select eraleperiodically wl urationz£, an uration

Though the PCIS appears similar to the special case of F Idn ot?er words,la_: agdﬁg; are Jamtr_nelrsv(arl:l dltjr:at'.on and
RCIS given in [2], there are several differences between the uration normalized to,, respectively. Yvhen the jammer

two systems: 1) the order of chips is changed in the RCIS; 8:![:”:;? speptral pdower dten:tykof thedn0|s.erfs v_\ir;]en 't.
the special case of the RCIS exists only when the process| , tNE NOISE reduces 1o background noise with variance

N N . ; . :
gain is a prime number; and 3) the interleaving pattern can pe andoj >> og. Obviously, the assumption of jamming

easily changed during transmission in the PCIS by changit N9 per|odt|_c ma|3|/ nottEe Va“? n refatl sﬂua’uonsl. Howevehr,
the parametel while that of RCIS will be difficult to change. assumption aflows the analysis ol wo specia cases Whose

The SS signal transmitted by the proposed system usiﬁlgged—form BER results can be obtained and helps to provide
BPSK modulation can be mathematically represented by insight on the proposed system performance under ON-OFF
wide-band jamming. Generalization to more realistic model of

o M ON-OFF wide-band jamming will be discussed at the end of
s(t)=Vv2P Y Y b this section.
h=—o0 i=1 For brevity we consider the case tHatis less than or equal

L to #1;, andy1;, i.e.,x > 1/L andy > 1/L. For cases that
. Z ag’)qu (t— (hML+ kM +i—1)T.) cos(wot) T. is larger thancT}, and/oryTy, interested readers are referred
k=1 to [7] for analysis of various combinations &%, x7; andy7;
(2) (with T; in [7] replaced byT,, analogous results can be easily
obtained following the discussion in [7]). Results in [7] indicate

where that the analyses of different combinationszof «7;, andy1;
1, —MT,<t<(-M+1)T, on conventional DS SS system are similar and our current study
ur, (t) = {0 elsewhere. ) on the proposed system also comes to similar conclusion. We

define functionmy(s) as the fraction in théth chip duration
P andw are the power and carrier frequency of the DS S& a data bit that the jammer is ON, wherés the distance of
signal, respectively. The acquisition and tracking of the chip-itile starting edge of the first chip of a data bit from the starting
terleaving DS SS system have been discussed in [4] and [5] attfje of the jamming noise as shown in Fig. 2. From the figure,
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/L7, with approximatelyl;,z/(z + ) S, which is proportional to the
jammer's duty cycle, and (4) can be approximated by

. 1st chip
< 3Tb i(s) = z/(z +y). 8)

Jamming noise | Background noise

Substituting (8) into (7), we obtain
xT,, yTb

_ PT,
Fig. 2. Distances between starting edges of jamming noise and first chip of a P, =0.5erfc > 5 . 9
data bit. (yo§ +xa%) /(z +y)

If we defines? = (yo§ +x0o?)/(x +y) to be the average noise

hat () | iodic functi ith mini : : :
we see thatn(s) is a periodic function with minimum period power density, (9) can be rewritten as

x + y. Note thatm;(s) ands are all normalized td;. For the

first chip of a data bityny (s) can be obtained analogously as in P = 05crfc(/PT. /o2 10
case laof [7] and can be written as b e C( v/o ) ) (10)
1/L, 0<s<az—1/L Another special cas&€ase B occurs when{/L is an integer
T —s, t—1/L<s<uz multiple of z + y, i.e., all the chips of the same data bit are
my(s) = 0, r<s<z+y-1/L virtually located at the same position of the jamming period

s—(x+y—1/L), z+y—1/L<s<az+y  Whichresultsin extreme uneven distribution of jammed chips
in data bits. If(M/L)T; is an integer multiple of jammer pe-
Note in [7] thatm(s) is defined as the fraction in a bit durationriod (x + y)T3, we obtain from (3) and (4)
that the jammer is ON anglis the starting edge of a data bit from
the starting edge of the jamming noise. In the proposed system MY
adjacent chips of the same information bit are separated with Zml < -1 f) =L-ma(s)
distance M /L)T;. Therefore, the portion of an information bit

. . . 1 0<s<z-1/L
being affected by the jammer is found to be L’(x _ ) v i/zi s </$
L L M - 0, z<s<z+4+y—-1/L
7 s):ka(s):Zml<s+(k—1)-f>. 4) Ls—Lzx4+y—1/L), z4+y—1/L<s<z+y.
(11)
For a partially jammed BPSK signal, its probability of error iSSubstituting (11) into (7), we finally obtain
Fe=05 erfC(\/ %) ®) P, = (woPo + @, P; + wpPy+ o P)) /(x+y)  (12)
where where
Yo = PT, /(1 — mi(s))og + m(s)or). (6) Py = 0.5¢erfc(y/ PT;,/03)
Assuming the starting time of the jammer is randonhas a P; = 0.5erfc(y/PT, /03 )
uniform distribution over the intervd0, = + y]. The proposed P — 05 T
system performance can be calculated by averagind’thef 0= 5 exp (= "/ag)
(5) overs, i.e., P;=0.5 exp (—PT;/05)
_ 1 1. o3 +2PT,
1 [t PT, Wo=y—7—72 —53—3
P, = n / O.5€rfc<\/(1 200) 2b+ ) 2) ds. 0 L L 0]2»—03
X — mMiS) )T mis)o:;
Y Jo 0 j @) B 1+12 o7 +2PT,
W; = — —+ —2-
In general, the explicit expression 6f(s) is unknown and we ! L L 012 —of
cannot obtain closed-form expression for (7). Obviously, on av- 1 4 PT, 02
eragep = x/(x+y) x 100% of the chips will be jammed under wh = T 57 g0 #
the periodic ON-OFF jamming, whepds jammer's duty cycle. T 97 % b
For low duty cycle jamming, i.e., the jammer's OFF duratj@p , 1 4 PT, 0—]2.
is much longer than its ON duratiar}, it is easy to see that the V=TI 2o\ P (13)
J

system performance depends on the distribution of the jammed
chips in data bits. Contrary to the conventional system, we cAs mentioned before, for a more realistic jamming model the
change this distribution by adjusting the interleaving paramet®N-OFF duration should be random variable. HernCase

M inthe proposed system. A special case is to have an unifoArand Case Bare two extreme cases and never happen under
distribution of the jammed chips in all data bits. In other wordsandom ON-OFF jamming. However, these two extreme cases
the system distributes the chips of a data bit evenly over the japrevide useful indications on the proposed system BER perfor-
ming periodz + by proper selection a¥/. We refer to this case mance under impulsive wideband jamming. Furthermore, when
asCase AUnder this situation, each information bit is jammedhe interleaving paramete¥! is large, the chips of a data bit
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can be considered being uniformly distributed over jammemhereH, is a factor caused by the integrate-and-dump circuit
ON-OFF duration an@ase Ais approximated.
I T./2J sin(bw T, /2)
= .

IV. HARMONIC TONE JAMMING SwiT, /2

In this section, we assume-sequence is used in the systenjnce it is generally impossible to obtain the probability dis-
and each data bit is spreaded by full period ofiesequence. yipytion of |, the BER performance of the system can only be
Consider an AWGN channel and a multitone jammer, the rgyajuated numerically. For analysis purposes, we use average
ceived signak(¢) can be written as signal-to-noise ratio (SNR) to obtain an indication of system

(1) = () 4+ i(t ¢ 14 performance versu&.;, based on the fact that average SNR is
r(t) = s(t) +5(t) + n(t) 4 3 good performance index. The average SNR is defined by

(20)

where s(¢) is the transmitted signal defined in (2)¢) is

AWGN with unilateral power spectral densit?, andj(t) is SNR— L [EWP 21)
the multitone jammer given by 2 Var(U)
. Ly The problem then reduces to finding the mean and varianEe of
J(t) =D V2 cos((wo + bwi)t + 6,) (15)  Sinces;'s are mutually independent random variables uniformly
=1

distributed ovefo, 2#], the mean of is zero, and the variance

whereK — 1 is the number of tones/;, éw;, 6; are the power, of I can be expressed as
frequency offset and phase of ttik tone jammer, respectively,
andg;'s are mutually independent random variables uniformiyar(Z)
distributed on0, 2x]. If we set ) K1 H? L L

;B =HI") = Z —F <Z Z agay, cos((k — h)éwlMTc)>.

bwp = — - == (16) =1 k=1 h=1

K 2 (22)
the tones are evenly spaced over the rediam3;/2), where
B, = 277! . 2r is the SS bandwidth measured in radiandyote the RHS of (22) is the result already averaged ¢dgrl =
We call this type of multitone jammer harmonic jammer. Wheh 2; - - -, K — 1}. We have to average the RHS of (22) over the
K = 2, (15) reduces to a single tone. ensemble of lengtlh m-sequences in order to obtain the vari-

Assuming perfectly synchronized reception, the decisigice off. By using the autocorrelation property:efsequence,

variable for a particular data bit, séﬁ?), can be written as we obtain (details are omitted due to space limit) a simple ex-
pression foVar(!) as follows:

L ((k—1)M+1)T.
U= Zag) /(k - r(t) - 2cos(wot) dt.  (17) K-1 H? 1 [ sin(LM8uwiTo/2)\ 2
For simplicity of notations, we will drop the superscripta:if) = (23)
in what follows. If assume a “one” is transmitted, using (2), (14)t follows that the average SNR is given by (24) at the bottom
and (15), (17) can be simplified to of the page. As the jammer is harmonic and by using (16), (24)

can be simplified to (25), given at the bottom of the page. We

U=V2PT,+I+N (18) can maximize the SNR by setting to be integer multiples of
whereN is due to the channel thermal nois&) and is a zero £ i (25), and the maximum SNR is
mean Gaussian random variable with variané@b. The term PT,
I of the right-hand side (RHS) of (18) is given by SNRyax = o i T (26)
11— s1nl ¢ +$
K-1 L ST o8+ F i ( /K )
I= Z H, Z as Cos<(k — 1)Méw T, + # + 9l> _ _
= In this case, the average BER of the system can also be derived

(19) similarly to [1] as given in the following.

P1;

SNR= — - 24)

K-1 sin(6w; T, /2 sin( LM éw,;T. /2
O'(% + El;l ']ch ( (S(u,l'll—',‘/Q/ )) <1 + % - % ( sirs(]\léwlffp/é))) )

P1;

SNR= — - (25)

K-1 sin(ln /K sin(LMlr/K
a5+, AT ( 1(77/;(‘)) <1 +1-1r (_sirg(l\llw/ls’&))> )
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Using the definitions ofw; and B, under harmonic jamming imperfect synchronization introduces an interfering terfrom

conditions, (19) and (20) can be rewritten as the neighboring data b&iéo) andn is given by
v M In SO S () (@)
I= H, , E—1)—-2ln+—=+16 27 n = V2PTI.eb a;a;’. (34)
; lgakcos<( )K Tt l) (27) 2 ; k0K
T/ 2 sin(ln /K . .
H = sin(in/ ). (28) If random spreading sequence is employt{d,gf), E =

in/K 1,2,...,L} in (34) are independent random variables taking

SinceM is an integer multiple ofC, (27) can be simplified to values of either+-1 or —1 with equal probability. From (33) it
is obvious that the BER of the proposed system is 0.5 when

K-1 In e = 1. Fore < 1, the BER of the proposed system is given by
I=— H; COS<— + 91> (29)
; K BER = 0.5Prob{Z < 0|b{” = +1}
" 0 _ _
by using the autocorrelation propertyaefsequence. Therefore, +0.5 Pmb{Z >0 | bi” = 1}
t_he decision variablé’ is a Gaussia_m randqr_n variable condi- —05-05 Prob{—l < n+N < 1} (35)
tioned on{6;,!l = 1,2,..., K — 1} with conditional mean V2PTy(1 —¢)
E(U [ {6,1=1,2 K—1}) whereProb{} stands forthe probability of Using character-
- et J ' (1 /K) l istic-function (CF) method, (35) can be rewritten as
T 2Jy sin(lw T
:\/2PTb——b l—cos<—+91> 1 /1
L ; ln/K K BER=0.5— — / ~ sin(v) cos —
Tfy v L(1—¢)

(30) )

%0 2
- exp <— v ) dv. (36)
and variance 4PT,(1 —¢)?

Equation (36) can be evaluated numerically. When thelPG
is large, the random variablggiven by (34) is approximately
Gaussian according to the central limit theorem. The mean of
is zero and the variance is

Var(U) = o3T. (31)

Hence, the system average BER is found to be

BER o , Var(n) = 2Pe*T7L = 2PT;¢* /L. (37)
1 ™ ™ ™
= (2m)E-1 /0 /0 /0 Therefore, the system BER can be approximated by
1 VPT, — YT it \/71511;7(:7,/(” cos(Z + 6)) PTy(1 —€)?
- serfe BER=~ 0.5erfc| 4/ 50— (38)
70 og +2PT,e?/L
rdfidfy . dficy whereerfc() is the complementary error function. Compare (38)
(32)  with the BER of the system with perfect synchronization given
) _ by e = 0, we can conclude that for large PG the imperfect
Equation (32) can be evaluated numerically. synchronization merely reduces the useful signal energy and in-
creases the white noise power. This is particularly the case when
V. IMPERFECTSYNCHRONIZATION e is small and the second order termedh the denominator can

As mentioned before, the above results obtained are baS&di9nored.
on the assumption of perfect synchronized reception. However,
precise synchronism is difficult to achieve in applications VI. NUMERICAL RESULTS
such as wireless communications. We investigate the effectye first compare the proposed system performance to that
of synchronization error on the performance of the proposeg conventional system under ON—OFF wide-band jamming.
system in this section. Denoting the synchronization error Qstem parameters are chosen as follows: the jammer power
eT., wheres € [0, 1], and assuming an additive white Gaussian? — 100, background noise powe;rg = 1, processing gain
noise (AWGN) channel with unilateral noise power spectrgl = 7, jammer ON duration: = 4.5 and jammer OFF dura-
densityo?3, the decision variable for the reference data bit, sajyn y = 10.5, the corresponding duty cycle= 30%. In Fig. 3,
b§°>, can be written as we plot the system BER performance versus signal-to-jamming-
noise ratio (SJR)PTb/o-]?. Using the results obtained in Sec-
Z = \/ﬁTb(l — s)b§0> +n+ N (33) tion lll, we calculate theCase Aand Case Bperformance of
the proposed system undeeriodic ON—-OFF wide-band jam-
whereN is due to the AWGN and it is easy to show tiédtis a ming. The performance of conventional system under such sit-
zero mean Gaussian random variable with varian§g,. The uation is also evaluated using the analytical result of [7]. As
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] ] Fig. 4. BER performance of the proposed system and conventional system

Fig. 3. BER performance of the proposed system and conventional systgsisus jamming duty cycle.

under ON-OFF wide-band jamming.

14 :
shown in Fig. 3, the BER o€ase Bis similar to that of con-
ventional system while th€ase Aperformance is much better.
Monte Carlo simulations are also carried out for the proposec 1]
system withM = 8 under periodic ON-OFF jamming, and 8l
with M = 1,8, 15 underrandomON-OFF jamming, respec-
tively. For therandomON-OFF jamming, the ON duration and &
OFF duration are simulated as random variables uniformly disZ 4}
tributed over thet20% region ofr = 4.5 andy = 10.5, re- @
spectively. A number of % 10’ data bits are generated in each i
simulation. Note foll/ = 1, the proposed system reducestothe O
conventional system. We can see from the figure that the con [} .\
ventional system performs similarly under either randomesr . . .
riodic ON-OFF jamming, and the performance of the proposec “o 0.1 0.2 0.3 0. 0.5
system underandomON-OFF jamming gets closer to that of
Case AasM increases. Another conclusion can be drawn fl'Ol(fng. 5. SNR versus ratio of tone frequency offset to the bandwidth of SS signal
the figure is that the two special cases, nan@hse AandB, (v)-
actually provide lower and upper bounds for the performance
of the proposed system with the SJR above a certain threshc 16’ . . : ;
(~—3 dB in this example). In Fig. 4, the BER’s of conventional af ot
system as well a€ase Aand B of the proposed system are |
plotted against the jamming duty cyglewhere the parameters o2
are held the same as the previous example with fixed ON-OF R
periodz + y = 15 and SJR= 0 dB. It is clear from the figure 10
that much better performance can be achieved by the propos
system at low jamming duty cycle.

Next, we investigate the system performance under tone jar  10°
mers. Inthe rest of this section, the following parameters are ust s

12f

Conventional system.
.......... Proposed system.

BER

in the computation: the total interference to signal power ratit oy Gonventional system. ; ’ 3
J/ P is fixed at 10 dB, signal to background noise rati; /o3 10E Froposed system. 7

is setat 12 dB, processing gain is choseh as 7. In Fig. 5, we .

comparetheaverage SNRversustheratio oftone frequencyoffe 10 5 0 02 v 03 02 0.5

to the bandwidth of SS signéd) by using (24) of the proposed

systemtothat of the conventional system. Since we are interestedes. System BER performance versus ratio of tone frequency offset to the
in the sensitivity of the system to the tone frequency, only sing@ndwidth of SS signalv).

tone is considered. This is achieved by settitig= 2 in (24).

The curves for the conventional system and the proposed systagaks in the half bandwidth of the SS signal indicating that the
are obtained by settinlyf/ = 1 andM = 5in (24), respectively. system will outperform conventional system when tone jammers
As shown in the figure, the proposed system fas- 1 = 4 arelocated atthese particular frequencies. Itis also seen from the
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10’ . - wide-band jamming and can be robust under harmonic tone jam-
ming when properly designed.
-1
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