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ABSTRACT
This study distinguishes between the probability and frequency of 
cyberbullying to examine its malleable predictors, mental health 
impacts, and gender differences among primary school children. 
We analysed data from 1031 students (49.75% male) and their par-
ents across 19 primary schools in Hong Kong, employing a two-part 
model that distinguishes between the probability and frequency of 
cyberbullying experiences. The findings reveal that the probability 
of experiencing cyberbullying, rather than its frequency, was a sig-
nificant predictor of poorer mental health in children. Higher digital 
literacy (DL), lower academic stress, and less frequent online activity 
were linked to reduced cyberbullying involvement for both boys 
and girls. Better family functioning was associated with lower rates 
of perpetration and victimisation among girls only. These findings 
offer a nuanced perspective on how individual, familial, and digital 
factors distinctly shape cyberbullying experiences and their mental 
health outcomes across genders in primary school students.

Introduction

Cyberbullying is commonly defined as deliberate, repeated aggression perpetrated 
by an individual or group via electronic communication against a target who cannot 
easily defend themselves (Smith et  al., 2008). This mirrors the core features of tradi-
tional bullying – intentional harm, repetition, and power imbalance – while situating 
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the behaviour in digital contexts. Extensive research links cyberbullying to adverse 
psychological outcomes, including depression, anxiety, and reduced self-esteem 
(Kowalski & Limber, 2013; Van Geel et  al., 2014). In severe cases, it can contribute to 
suicidal ideation among young people, underscoring its status as a pressing public 
health concern (Kwan et  al., 2020).

In efforts to reduce its prevalence and mitigate its negative effects, previous review 
studies have identified malleable factors that may influence its occurrence, including 
individual-level factors such as age and online behaviour, and family-level factors such 
as parent–child relationships (Guo, 2016; Zhu et  al., 2021). Despite these insights, key 
gaps remain in the literature, which limits the design of effective interventions.

First, quantitative studies often treat cyberbullying as binary variable (experienced 
or not), ignoring the cumulative effect of repeated incidents on mental health. This 
approach is problematic as allostatic load theory suggests that repeated exposure to 
stressors, like cyberbullying, potentially compounding negative psychological effects 
(Carlson & Chamberlain, 2005). This limited approach also hinders the analysis of 
factors affecting both the probability and frequency of cyberbullying, which might 
be influenced differently (Chicote-Beato et  al., 2024). For example, the probability of 
cyberbullying might be influenced by broad factors such as age and time spent 
online, while the frequency of cyberbullying could be more directly shaped by the 
quality of peer relationships or the level of parental monitoring.

Second, while internet use among younger children is rising, research mainly targets 
adolescents, leaving primary school cyberbullying underexplored (Tao et  al., 2022; Zhu 
et  al., 2021). The role of bystanders, who outnumber victims and perpetrators, is also 
underrepresented despite its potential impact on mental health (Guo, 2016; Zhu et  al., 
2021). Although gender differences in cyberbullying are known, further research is 
needed to explore whether gender moderates the relationships between individual/
family factors and cyberbullying outcomes (Schell-Busey et  al., 2023).

This study examines the malleable predictors of cyberbullying and its impact on 
mental health among primary school children, with a focus on gender differences. 
By examining both the probability and frequency of cyberbullying experiences, the 
research seeks to inform the design of targeted, gender-sensitive early intervention.

Theoretical frameworks

This study draws on two theoretical frameworks to investigate the relationships 
between cyberbullying, mental health, and malleable factors among primary school 
children.

First, the allostatic load theory (McEwen & Stellar, 1993) offers a foundational 
framework for understanding how stressors such as cyberbullying may contribute to 
psychological outcomes. Allostatic load theory posits that the body’s stress response 
system adjusts to ongoing or repeated challenges, but when these stressors accumu-
late and exceed an individual’s coping capacity – referred to as allostatic load – they 
can lead to long-term emotional and physiological dysregulation. In the context of 
cyberbullying, this framework highlights that both the occurrence of the incident and 
the repeated occurrence of incidents may negatively affect well-being. This study 
adopts a two-part modelling approach that aligns with this theoretical perspective 
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by distinguishing between the probability of experiencing cyberbullying and the 
frequency of such experiences among those exposed. This analytical strategy enables 
us to examine whether the associations between cyberbullying and well-being differ 
by probability and frequency, and to explore whether various malleable factors relate 
differently to each dimension of cyberbullying involvement.

Second, a gender-sensitive perspective is incorporated, informed by theories of 
gender socialisation and differential susceptibility (Carter, 2014; Ellis et  al., 2011). These 
frameworks posit that boys and girls exhibit divergent psychological responses to 
social environments due to disparities in emotional development, social expectations, 
and parental interactions. Additionally, the differing prevalence rates of various roles 
of cyberbullying (e.g., higher rates of male perpetrators) and the distinct psychological 
consequences experienced (e.g., greater psychological distress among females) suggest 
the need to account for gender differences in both influencing factors and the mental 
health outcomes of cyberbullying (e.g., Connell et  al., 2014; Scheithauer et  al., 2006).

Literature review

Impacts of cyberbullying on well-being among younger children
The negative psychological outcomes of cyberbullying are well-established, including 
links to depression, anxiety, stress, loneliness, and diminished self-esteem (Molero 
et  al., 2022; Zhang et  al., 2021; Zhu et  al., 2021). However, much of this research has 
focused on adolescents, leaving a critical gap in our understanding of younger chil-
dren’s experiences (DePaolis & Williford, 2019; Evangelio et  al., 2022; Ey et  al., 2015).

This gap is particularly pressing given the increasing use of digital devices by 
young children. As the average age of internet access continues to decrease (Flores 
Buils et  al., 2020), younger children are increasingly engaging with digital devices, 
leading to a rise in cyberbullying incidents within this demographic (Holfeld & 
Leadbeater, 2015; Kwan et  al., 2020; Smahel et  al., 2020; Tao et  al., 2022; Zhu et  al., 
2021, p. 202). While some studies suggest a peak in cyberbullying prevalence among 
adolescents aged 12–15 (Ševčíková & Šmahel, 2009; Williams & Guerra, 2007), others 
have found that primary school students report higher frequencies of cyberbullying 
victimisation compared to their secondary school counterparts (Aizenkot & 
Kashy-Rosenbaum, 2021).

Importantly, early intervention during primary school is key. Longitudinal studies 
have shown that the effects of cyberbullying can persist over time (Wang et  al., 2022), 
and early patterns of digital behaviour often set the stage for later online risks. 
Addressing cyberbullying at this formative stage may reduce long-term psychological 
harm and improve emotional regulation, peer relationships, and digital competence.

The overlooked role of bystanders in cyberbullying
While much attention has been given to cyberbullying victims and perpetrators, 
bystanders – who often witness incidents but may not intervene – are an understudied 
group (Chicote-Beato et  al., 2024; Rudnicki et  al., 2023). These children can also suffer 
mental health consequences, including anxiety and social stress (Doumas & Midgett, 
2021; Tao et  al., 2022). Including bystanders in both research and intervention designs 
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can offer a fuller picture of how cyberbullying affects classroom dynamics and 
well-being.

Malleable individual-level factors and internalising symptoms
A growing body of work has explored risk and protective factors related to cyber-
bullying. At the individual level, online behaviour, emotional distress, and coping 
styles play central roles. For instance, students experiencing internalising symptoms, 
such as academic stress or anxiety, may engage in more digital interactions as a form 
of escapism or to seek emotional support. This increased engagement can result in 
increased exposure to cyber risks (Mackenzie et  al., 2023). Furthermore, increased 
online activity has been associated with a higher likelihood of cyberbullying because 
those who spend more time online are more exposed to online risks (Livingstone & 
Haddon, 2009; Zhu et  al., 2021).

In addition, digital literacy (DL) has emerged as a significant protective factor in 
this regard. DL signifies the capacity to access, critically evaluate, create, and com-
municate digital content while adeptly managing risks such as privacy violations or 
misinformation (Carretero et  al., 2017). Students with higher DL are more likely to 
recognise and avoid unsafe online environments and are better equipped to respond 
constructively to digital conflicts (Sonck & De Haan, 2013; Vandoninck et  al., 2010, 
2013; Vissenberg et  al., 2022).

Family-level influences on cyberbullying
Within the family context, parents are pivotal to cyberbullying prevention. A warm, 
supportive parent–child relationship is widely recognised as a strong protective 
factor. However, the effectiveness of parental monitoring is less straightforward. 
While some studies link supervision of children’s online activities to lower involve-
ment in cyberbullying (Mesch, 2018; Pieschl & Porsch, 2017), whereas others find 
no significant effect (Lin, 2016). These discrepancies likely reflect heterogeneity in 
monitoring practices and in youths’ perceptions of them, namely, whether oversight 
is experienced as supportive rather than controlling or restrictive (Baldry et  al., 
2019). This complexity underscores the need for further research on the nuanced 
pathways through which parental involvement shapes young people’s digital 
experiences.

Gender differences in relationships between cyberbullying and influencing 
factors and well-being
Gender differences in cyberbullying have been extensively studied in past research. 
Females are more likely to be victims, while males are more frequently identified as 
perpetrators (see a review by Zhu et  al., 2021). Individual factors such as narcissism 
and self-esteem have been associated to a higher likelihood of engaging in cyber-
bullying among males compared to females (Fan et  al., 2019). Additionally, cultural 
influences play a critical role; in certain cultural contexts, such as some Asian societies, 
aggressive behaviours like cyberbullying may be more socially accepted among males 
(Chang, 2021). Furthermore, girls are likely to report higher levels of emotional distress 
related to cyberbullying victimisation than boys (DePaolis & Williford, 2019;  
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Svensson et  al., 2022; Tao et  al., 2024). Therefore, it is crucial to adopt gender-sensitive 
methodologies in both research and intervention development.

Skewed distribution and the need for a two-part model
A methodological challenge in cyberbullying research is the zero-inflated distribution 
of experiences: most students report no involvement, while a small minority report 
varying levels of perpetration, victimisation, or bystanding. This discrepancy can be 
attributed to the relatively low incidence of cyberbullying incidents within school-aged 
populations (Brochado et  al., 2017), which can obscure significant variations in the 
severity or intensity experienced by affected individuals. For example, prevalence rates 
among primary school students range from 8% to 45%, typically below 20%.

Consequently, a substantial body of research has characterised cyberbullying as a 
binary variable, i.e. an indicator of its occurrence or non-occurrence. However, this 
approach has overlooked the critical variations in the frequency of such experiences. 
This study draws on the tenets of allostatic load theory (McEwen & Stellar, 1993), 
which emphasises cumulative stress and adaptive thresholds. This study adopts a 
two-part model to distinguish between the probability of exposure to cyberbullying 
and the frequency of such experiences when they occur. This differentiation is crucial 
for understanding how cyberbullying relates to students’ well-being and for identifying 
effective intervention targets. Specifically, it enables researchers and educators to 
identify not only the factors that reduce the likelihood of cyberbullying occurring, 
but also those that may influence how intensely it unfolds once it begins.

The two-part model approach has been proposed and applied in empirical studies 
to handle zero-inflated data (e.g. Wasserman et  al., 2017). Specifically, this approach 
conceptualises certain events – such as cyberbullying incidents in this study – as a 
dual process: one binary (e.g. whether cyberbullying was experienced) and one con-
tinuous (the frequency of cyberbullying if it occurs). This allows researchers to examine 
different predictors (i.e. factors influencing cyberbullying) for both the probability of 
occurrence and the frequency of the experience simultaneously. The approach is 
theoretically appealing and provides richer insights than models that predict only the 
probability of a binary outcome (Olsen & Schafer, 2001).

This study

This study examines mental health outcomes and malleable factors of cyberbullying 
among primary school students, employing a gender lens. By utilising a two-part 
modelling approach, it explores both the probability and frequency of cyberbullying, 
offering a more nuanced understanding of these relationships. We aim to answer two 
research questions as below. A conceptual framework is presented in Figure 1.

RQ1: What are the associations between the probability and frequency of cyber-
bullying experiences (as perpetrators, victims, and bystanders) and mental 
health outcomes (e.g. subjective well-being) among primary school boys and 
girls?

RQ2: What are the associations of malleable factors, including DL, academic stress, 
and online activity at the individual-level, and parental monitoring and 
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parent–child relationship at family-level, with the probability and frequency of 
cyberbullying experiences as perpetrators, victims, and bystanders, among 
primary school boys and girls?

Method

Sample

This study analysed 1031 responses from students and their respective parents across 
19 primary schools in Hong Kong. The student participants ranged from Grade 3 to 
Grade 6, comprising 502 boys and 507 girls. Among the parent respondents, 73% 
were mothers, 15% were fathers, only 1% were other types of guardians and the 
remaining 11% were missing. All project details and data-collection procedures 
underwent review and received approval from University of Hong Kong’s Human 
Research Ethics Committee. Demographic information of all participants is presented 
in Table 1.

Procedure

Data were collected using online survey. Students provided self-reports on their 
experiences of cyberbullying (as perpetrators, victims, and bystanders) in the past 
6  months, their frequency of online activity, academic stress, subjective well-being, 
and demographic details. The survey also incorporated a validated performance assess-
ment test to measure students’ DL. Parents reported their perceptions of the parent–
child relationship, parental monitoring practices, and family socioeconomic status (SES).

Measurements

Student level measurements
Digital literacy (DL).  Student completed the 10-item DL assessment (DLA-short), 
a performance-based measure distilled from the validated long form (DLA-L) and 
aligned with the DigComp 2.1 framework (Carretero et  al., 2017; Pan et  al., 2025). 

Figure 1. C onceptual framework.
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The DLA-L has demonstrated robust psychometric properties, supporting a reliable 
unidimensional digital-literacy score in a sample of 4,016 students from 18 primary 
and 14 secondary schools in Hong Kong (Jin et  al., 2020; Pan et  al., 2025). The 
short form was constructed by selecting items that jointly optimised discrimination, 
difficulty, and content coverage. Items are multiple-choice with one to three keyed 
responses; scoring is dichotomous at the item level (1 = fully correct; 0 = otherwise), 
with item scores summed to produce the total digital-literacy score. The reliability 
of Estimated a Posteriori (EAP) scores for DLA-short was 0.77.

Subjective well-being.  We assessed the subjective well-being using the 15-item Well-
Being Profile – Short (WB-Pro-Short). Items (e.g. ‘I feel free to make my own choices’) 
were rated on a 9-point Likert scale (1 = completely disagree, 9 = completely agree). 
Following the developers’ recommendations (Marsh et  al., 2020), we computed a mean 
composite across the 15 items (range = 1–9) to index adolescents’ overall well-being, 
with higher values indicating greater well-being. The reliability α of this scale was 
0.98.

Cyberbullying experience. Students provided self-reports on their experiences of cyberbullying 
– whether as perpetrators, victims, or bystanders – over the past 6  months using a five-
point scale (0 = never, 1 = 1 or 2 times, 2 = 3 or 4 times, 3 = 5 or 6 times, 4 = 7 or more times). 
Items were adapted from two widely used instruments: the Cyber-Aggression Questionnaire 
for Adolescents (CYBA; Álvarez-García et al., 2016) and the Cybervictimisation Questionnaire 
(CYVIC; Álvarez-García et  al., 2017). Each role (perpetrator, victim, and bystander) was 
assessed using five items. Example items include Perpetrators: ‘I have sent or forwarded a 

Table 1. D emographic information of student and parent samples.
Parent sample n %
Gender
  Mother 753 73.0
  Father 152 15.0
 O ther guardians 15 1.0
  Missing 111 11.0
Age (years old)
  19–25 1 <1.0
  26–35 91 9.0
  36–45 598 58.0
  46–55 217 21.0
  56 and above 13 1.0
  Missing 111 11.0
Educational level
  Junior secondary or below 154 15.0
 S enior secondary/associate’s degree 493 48.0
  Bachelor 171 17.0
  Master or above 91 9.0
  Missing 122 12.0

Student sample n %
Grade
  3 262 25.0
  4 355 34.0
  5 326 32.0
  6 88 9.0
Gender
  Male 513 49.75
  Female 518 50.25
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hurtful message electronically to someone’. Victims: ‘I have received a hurtful message from 
someone online’. Bystanders: ‘I have seen somebody receive a hurtful message online’. The 
scale demonstrated a reliability of 0.94, 0.94, and 0.93 for subscales measuring the experience 
of being a perpetrator, a victim, and a bystander, respectively. Appendix Table A1 shows 
the specific items, while Appendix Table A2 shows how often our participants have 
experienced cyberbullying.

Online activity.  The frequency of students’ online activities was measured using four 
items on a five-point scale (1 = not at all, 2 = About once a week, 3 = 2–3 times a week, 
4 = 4–5 times a week, 5 = More than 5 times a week). This measure was adapted from 
Authors (2022). An example item is: ‘Chat with friends using Snapchat/WeChat/
WhatsApp/QQ/Facebook, etc’. A higher scale score on this scale indicates a higher 
level of online activities. The reliability α of this scale was 0.72.

Academic stress.  Six items measured the extent of students perceived academic stress 
(e.g. ‘I cannot concentrate on my learning in the classroom’) on a 5-point scale 
(1 = Strongly disagree, 5 = Strongly agree). This measure was adapted from Authors 
(2022). A higher score indicates a higher level of academic stress. The reliability α of 
this scale was 0.90.

Family level measurements
Parent–child relationship.  We assessed the parent–child relationship with seven 
items adapted from the positive relationship subscale of the Child–Parent 
Relationship Scale (Driscoll & Pianta, 2011). An example item is ‘I share a warm 
relationship with my child’. Responses were recorded on a 5-point scale (1 = definitely 
does not apply, 5 = definitely applies). Higher scores reflect greater parent–child 
closeness. Internal consistency was excellent (Cronbach’s α = 0.90).

Parental monitoring practices.  Parental monitoring of children’s online behaviour was 
measured with three items (e.g. ‘I monitor my child’s apps/websites/YouTube channels’.) 
rated from 1 (never) to 5 (always). Higher scores indicate more frequent monitoring. 
Reliability was acceptable (Cronbach’s α = 0.80).

Family socioeconomic status (SES).  Following PISA conventions (OECD, 2017), the SES 
index was estimated using an item response theory model applied to six household-
resource items (e.g., presence of a desk/personal room/quiet study space; number of 
books at home). The books item used five ordered categories ranging from ‘0–10 
books’ to ‘more than 200 books’. Expected a posteriori (EAP) reliability for the SES 
scores was 0.81.

Data analysis

Preliminary data analysis
Students’ DL was scaled with a unidimensional two-parameter logistic (2PL) IRT model 
estimated by maximum likelihood (ML). Individual DL proficiencies were obtained via 
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EAP scoring, with higher values indicating greater overall DL; score precision was 
summarised using EAP reliability (Adams, 2005). Family SES was likewise scaled within 
an IRT framework using ML, with higher scores reflecting higher SES. In addition, a 
confirmatory factor analysis (CFA) was conducted to evaluate the latent constructs of 
academic stress, online activity participation, parent–child relationship, and parental 
monitoring, using robust maximum likelihood (MLR).

Model fit was assessed with the comparative fit index (CFI) and root mean square 
error of approximation (RMSEA), using thresholds of RMSEA < 0.06 and CFI > 0.95 
for a good model-data fit, and CFI > 0.90 and RMSEA < 0.08 as minimum standards 
(Kline, 2016; Maydeu-Olivares, 2013; Sharma et  al., 2005).

Two-part model
A two-part model was used to assess three roles of students’ cyberbullying experiences 
(Olsen & Schafer, 2001). This method is ideal for handling semicontinuous variables, 
which often show skewed distributions with many observations at a single value, 
usually zero. Unlike left-censored or truncated variables, semicontinuous variables 
consider zeros as meaningful data points rather than indicators of negative or missing 
responses.

Let Yij denote a semicontinuous response for participant i for variable j. Following 
Olsen and Schafer (2001), semicontinuous responses are modelled using a pair of 
correlated random-effect models: one for the logit probability of a nonzero response, 
Uij =1 (see Equation 1) and another for the mean of the continuous responses given 
that nonzero responses occur E V Uij ij( | )=1  (see Equation 2).

	 U
if Y

if Yij

ij

ij

=
≠
=


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
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1 0

0 0
	 (1)

	 V
g Y if Y
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=
( ) ≠

=






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0

	 (2)

where g is a monotone increasing function that will make Vij approximately Gaussian.
The analysis adopts a two-part approach. Part 1 codes a binary indicator to capture 

the presence of the behaviour (any use). Part 2 models the level of use as a contin-
uous outcome among users only. When the binary indicator equals zero, the contin-
uous frequency variable is undefined and set to missing by design.

This two-part modelling approach can be extended to include a factor model, 
resulting in a two-part factor model. This approach is well-suited to situations where 
multiple items exhibit a preponderance of zeros and the remaining observations are 
highly skewed (Kim & Muthén, 2009, p. 20).

In this study, we applied a two-part factor model to measure students’ cyberbul-
lying experiences, as the data were positively skewed with zeros representing no 
experience of cyberbullying. This model included two latent variables: the probability 
of cyberbullying, which captures the probability of experiencing one type of cyber-
bullying, and the frequency of cyberbullying, which reflects the frequency level of 
cyberbullying experienced when nonzero responses occur.
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Multiple-group structural equation modelling (MG-SEM)
The relationships among the variables of interest were examined using a multiple-group 
structural equation modelling (MG-SEM) approach, with gender serving as the grouping 
variable, as illustrated in Figure 1. The male group was designated as the reference 
group, with its latent factors standardised to have a mean of 0 and a variance of 1 
to establish the scale. We conducted three separate MG-SEMs, each focusing on one 
type of cyberbullying experience. This approach enabled us to analyse and report 
the standardised coefficients for each type of experience independently, thereby 
facilitating meaningful comparisons across the three roles of cyberbullying experiences.

We utilised the lavaan package (Rosseel, 2012) to perform CFA analysis in the R 
programming environment. The two-part model and MG-SEM were applied using 
Mplus 8.1 (Muthén & Muthén, 2017).

Results

Preliminary results

Figure 2 shows the highly skewed distribution of cyberbullying indicators. Table 2 
presents the descriptive analysis among measured variables. The probability and 
frequency of cyberbullying exhibited a strong correlation (rs > 0.70, p  <  0.05), indicating 
that students who once experienced cyberbullying incidents were likely to experience 
more. To avoid multicollinearity in the MG-SEM, we focused on correlations between 
cyberbullying metrics and well-being rather than treating both as predictors.

MG-SEM results

Table 3 presents the model fits and Table 4 presents the MG-SEM analysis results. 
In examining the relationship between cyberbullying and well-being, distinct 
gender patterns emerge. For boys, the probability of experiencing all three roles 
of cyberbullying was significantly negatively correlated with well-being 
(r r r pPprep wb boy Pvic wb boy Pby wb boy_ _ _ _ _ _

. , . , . ,= − = − = −0 13 0 18 0 12 ss < 0 05. ). In contrast, for girls, 

Figure 2. D istribution of cyberbullying experiences indicators.
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only the probability of being a victim was significantly negatively correlated 
well-being ((r pPvic wb girl_ _

. , .= − <0 12 0 05). The frequency of cyberbullying was not sig-
nificantly negatively associated with well-being for either gender, indicating that 
while cyberbullying experiences harm students’ well-being, the increasing frequency 
of these experiences might not necessarily lead to additional harm.

R e g a r d i n g  t h e  r e l a t i o n s h i p s  b e t w e e n  i n f l u e n c i n g  f a c t o r s  a n d 
cyberbullying  experiences, DL was significantly negatively associated with 
the  probabil ity of  being a perpetrator or a victim for al l  students 

Table 3.  Model fit summary.
CFI RMSEA 95% CI of RMSEA Reliability ω

Student-level factors
Academic worries 0.99 0.07 (0.04, 0.09) 0.93
Online activities 1.00 <0.00 (0.00, 0.07) 0.78
Digital literacy 0.96 0.02 [0.00, 0.02] 0.70
Wellbeing NAa NAa NAa 0.98
Cyberbullying 

experience
Perpetrators 1.00 0.02 [0.00, 0.06] 0.95
Victims 1.00 0.04 [0.01, 0.06] 0.95
Bystanders 1.00 0.02 [0.00, 0.06] 0.95

Family-level factors
Socio-economic status (SES) NAb 0.02 NAb 0.81
Parent–child relationship 0.97 0.08 [0.07, 0.09] 0.92
Parental monitoring practice 1.00 <0.00 0 0.82

aModel fit indices are not available for well-being scale scores.
bFit indices cannot be calculated because of few degrees of freedom.

Table 4.  Results of MG-SEM.
Perpetrator β (SE)

( )βPprep

Victim β (SE)
( )βPvic

Bystander β (SE)
( )βPby

Probability Boy (n = 502) Girl (n = 507) Boy (n = 502) Girl (n = 507) Boy (n = 502) Girl (n = 507)

DL(β
DL P_

) −0.25 (0.06)** −0.29 (0.07)** −0.14 (0.07)* −0.21 (0.07)** −0.02 (0.07) −0.02 (0.06)

ONACT (β
ONACT P_

) 0.21 (0.07)** 0.23 (0.07)** 0.28 (0.07)** 0.16 (0.06)** 0.30 (0.07)** 0.20 (0.06)**

PM(β
PM P_

) 0.06 (0.07) 0.15 (0.07)* 0.04 (0.07) −0.06 (0.06) −0.01 (0.08) −0.00 (0.07)

PCR(β
PCR P_

) −0.12 (0.09) −0.16 (0.08)* −0.12 (0.08) −0.10 (0.08) 0.02 (0.09) −0.13 (0.07)

SES(β
SES P_

) −0.01 (0.07) −0.09 (0.06) 0.07 (0.07) −0.05 (0.06) 0.08 (0.07) −0.03 (0.06)

AS(β
AS P_

) 0.17 (0.06)** 0.22 (0.06)** 0.20 (0.06)** 0.25 (0.06)** 0.18 (0.06)** 0.20 (0.06)**

Well-being (rP WB_
) −0.13 (0.06)* −0.09 (0.07) −0.18 (0.05)** −0.12 (0.06)* −0.12 (0.05)* −0.02 (0.06)

Perpetrator β (SE)
( )βFprep

Victim β (SE)
( )βFvic

Bystander β (SE)
( )βFby

Frequency Boy (n = 502) Girl (n = 507) Boy (n = 502) Girl (n = 507) Boy (n = 502) Girl (n = 507)

DL(β
DL F_

) −0.19 (0.10) −0.42 (0.07)** −0.15 (0.09) −0.15 (0.09) −0.16 (0.08) −0.03 (0.07)

ONACT (β
ONACT F_

) 0.38 (0.11)** 0.27 (0.08)** 0.43 (0.09)** 0.17 (0.10) 0.48 (0.08)** 0.16 (0.07)*

PM(β
PM F_

) 0.17 (0.11) 0.02 (0.09) 0.04 (0.11) −0.08 (0.11) −0.01 (0.10) −0.09 (0.10)

PCR(β
PCR F_

) −0.13 (0.14) −0.11 (0.09) 0.00 (0.12) −0.09 (0.11) −0.01 (0.11) −0.11 (0.09)

SES(β
SES F_

) 0.08 (0.08) 0.00 (0.09) 0.05 (0.08) −0.01 (0.08) −0.02 (0.07) 0.02 (0.07)

AS(β
AS F_

) 0.19 (0.12) 0.21 (0.09)* 0.12 (0.10) 0.32 (0.09)** 0.08 (0.09) 0.25 (0.07)**

Well-being (rF WB_
) −0.01 (0.10) −0.10 (0.12) −0.03 (0.08) −0.08 (0.09) −0.12 (0.09) −0.02 (0.10)

DL: digital literacy; ONACT: online activity; PM: parental monitoring; PCR: parent–child relationship; SES: socio-economic 
status; AS: academic stress; Pperp: Perpetrator probably, DL P_ = impacts of DL on probability of certain role of 
cyberbullying; Iperp = Perpetrator frequency, DL I_ = impacts of DL on frequency of certain role of cyberbullying; 
SE = standard error. *p < .05, **p < 01.
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(β β βDL Pperp boy DL Pperp girl DL Pvic boy_ _ _ _ _ _
. , . , .= − = − = −0 25 0 29 0 144 0 21 0 05, . , . ),

_ _
βDL Pvic girl ps= − <  and 

it also significantly reduced the frequency of these experiences for girls 
(βDL Fperp girl p

_ _
. , .= <0 42 0 01). Academic stress was linked to a significantly higher 

probability of experiencing all roles of cyberbullying for both genders 
(β β β βAS Pperp boy AS Pperp girl AS Pvic boy_ _ _ _ _ _

. , . , . ,= = =0 17 0 22 0 20 AAS Pvic girl AS Pby boy_ _ _ _
. , . ,= =0 25 0 18β  

βAS_Pby_girl = 0.20, ps < 0.05), and was also associated with increased frequency 
for girls (β β βAS Fperp girl AS Fvic girl AS Fby girl p

_ _ _ _ _ _
. , . , . ,= = =0 21 0 32 0 25 ss < 0 05. ), reflecting their 

heightened emotional vulnerability. Increased online activity was associated 
with a higher probability and frequency of perpetration and bystander roles 
for both genders. For victims, more online activity was significantly positively 
associated with the probability of being a victim for both genders, though it 
was linked to increased frequency only for boys.

Finally, family influence was observed only in the perpetrator experiences of girls: 
parental monitoring was associated with an increased probability of being a perpe-
trator (βPM Pperp girl p

_ _
. , .= <0 15 0 01), while a positive parent–child relationship was linked 

to a decreased probability of engaging in perpetration (βPCR Pperp girl p
_ _

. , .= − <0 16 0 01).

Discussion

This study explores the mental health outcomes and the malleable factors associated with 
cyberbullying (probability and frequency) with a specific emphasis on gender differences 
among primary school students. Findings of this study indicated that the probability plays 
a more important role than the frequency of cyberbullying on individual’s subjective 
well-being. Gendered differences also emerged in the role of several malleable factors, 
offering insights for more targeted and developmentally appropriate interventions.

Cyberbullying and well-being

While cyberbullying is consistently linked to poor mental health in youth (Kowalski et al., 
2019; Zhu et  al., 2021), our findings offer a new insight: the probability of experiencing 
cyberbullying has a more consistent association with mental health than the frequency 
of those experiences. This suggests that the psychological stress of potential exposure 
is a powerful factor in itself. This finding can be interpreted through the lens of allostatic 
load theory, which suggests that, while individual stressors are negatively related to 
mental health, the accumulation of stressors does not have a proportionally negative 
impact on mental health as long as it remains within an individual’s coping capacity 
(Carlson & Chamberlain, 2005). Our results support this, as the frequency of incidents 
(a measure of accumulated stress) was not the primary predictor of poor outcomes.

However, the theory also predicts that once stressors overwhelm one’s coping 
capacity, long-term emotional difficulties arise. This is an effect we did not observe. 
The discrepancy may be due to two reasons. First, our focus on young children means 
their exposure may not have reached a critical tipping point, given that cyberbullying 
is less prevalent among younger children than among adolescents (Zhu et  al., 2021). 
Second, our measure of frequency did not account for the severity of incidents. A 
single, highly severe event could cause far more distress than multiple mild ones 
(Kwan et  al., 2020), a factor that frequency alone cannot capture. Future studies are 
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suggested to measure the possibility, frequency and intensity of events in both chil-
dren and adolescents to better understand the relation between cumulative stress 
and mental health outcomes.

Gender patterns also emerged: for boys, the probability of all three roles of cyber-
bullying was significantly linked to lower well-being, while for girls, only the probability 
of victimisation was associated with decreased well-being, with the effect being 
stronger in boys (see Table 4).

Our findings echo previous evidence that female students are more susceptible to 
victimisation than their male counterparts (Sampasa-Kanyinga et  al., 2020). This 
increased vulnerability may be attributed to the relational nature of cyberbullying, 
which often involves behaviours like rumour spreading, social exclusion, and manip-
ulation of relationships (Mehari & Farrell, 2018). Traditional social dynamics have 
conditioned girls to place a high value on social networks and interpersonal connec-
tions, making them especially susceptible to these forms of aggression 
(Sampasa-Kanyinga et  al., 2020). Furthermore, when faced with cyberbullying, girls 
are more likely to internalise their distress, manifesting as anxiety, depression, and 
low self-esteem, whereas boys are likelier to externalise it through anger or aggression 
(Romero-Reignier, 2022; Tao et  al., 2024).

Our study further adds nuance to this literature by examining not only victimisation, 
but also the roles of perpetrator and bystander. We found that, in boys, both perpetration 
and bystander experiences were significantly associated with mental health outcomes, 
a pattern not observed in girls. Two mechanisms may explain these gender differences. 
First, while victimisation is a passive experience, perpetration and bystander roles are 
more proactive. Boys experiencing mental health difficulties may be more prone to 
externalising behaviours, increasing the likelihood of engaging in cyberbullying perpe-
tration or exposing themselves to risky online environments, which in turn raises the 
chances of witnessing cyberbullying (Romero-Reignier, 2022). On the other hand, girls, 
who are more likely to internalise distress, may be less inclined to become perpetrators. 
Second, girls who do act as perpetrators or bystanders might be buffered from negative 
psychological effects by higher emotional intelligence (e.g. using blaming others as an 
emotion regulation strategy; Tao et  al., 2024) and by stronger peer support networks 
that help reduce feelings of guilt and negative self-perception (Hellfeldt et  al., 2019).

Notably, while this study modelled cyberbullying roles (victim, perpetrator, bystander) 
as distinct constructs, the strong correlations among these roles suggest a substantial 
degree of overlap, particularly among students who act as both victims and perpetrators, 
or as victims and bystanders. Prior research has shown that occupying multiple roles in 
peer aggression is associated with more severe psychosocial difficulties than involvement 
in a single role (Cross et  al., 2015; Ttofi et  al., 2011). For instance, youth who both per-
petrate and experience cyberbullying often report higher levels of emotional distress, 
social problems, and externalising behaviours compared to their single-role peers. 
Additionally, witnessing peer victimisation may have unique psychological impacts, dis-
tinct from being directly involved (Lan, Law, et  al., 2022; Lan, Pan, et  al., 2022). These 
findings suggest that comparisons across roles in our study should be interpreted with 
caution, as overlapping role experiences may obscure clear distinctions in their associ-
ations with well-being. Future studies could employ latent class analysis or person-centred 
approaches to better account for role overlap and its implications.
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Malleable factors of cyberbullying by gender

DL is a protective factor
DL emerged as a protective factor against the probability of both cyberbullying victi-
misation and perpetration, regardless of gender. This finding aligns with previous studies 
showing that higher DL is associated with safer digital behaviour and reduced involve-
ment in online risks (Tao et  al., 2022). The measurement of DL in this study reflects a 
broad range of competencies – including information evaluation, communication, safety, 
content creation, and problem-solving – all of which help students navigate online 
spaces more critically and responsibly (Carretero et  al., 2017). For example, communi-
cation skills can help them engage respectfully in online discussions and avoid misun-
derstandings. Online safety competencies can ensure that students can protect their 
personal information and recognise potential cyber threats, such as phishing emails.

For girls, higher DL was linked to lower frequency of cyberbullying experiences, 
suggesting a buffering effect even when exposure occurs. This is aligning with studies 
showing that girls with high DL showed greater cybersecurity awareness than boys 
(Siddiq & Scherer, 2019). Thus, interventions aimed at building DL may be particularly 
effective for girls, as DL was found to negatively predict both the likelihood and 
frequency of their engagement in cyberbullying.

Online activity positively related to cyberbullying
Increased online activity was generally associated with a higher probability and fre-
quency of cyberbullying, consistent with prior findings (Kowalski et  al., 2019). Greater 
digital engagement naturally increases the number of social encounters – and therefore 
the potential for both positive and negative interactions.

A gendered nuance was observed in the frequency of victimisation: it was 
significantly linked to online activity for boys, but not for girls. This may relate 
to differences in online behaviour. Boys are more likely to engage in competitive 
gaming environments, while girls are more active on social networking platforms 
(OECD, 2015; Zhu et  al., 2021). Although both environments carry risk, the social 
dynamics and aggressiveness of gaming may expose boys to more intense forms 
of cyber aggression. Future research should investigate platform-specific patterns 
of behaviour to better understand how digital contexts influence cyberbullying 
exposure and severity.

Academic stress as a gendered risk factor
Our study found that academic stress was positively associated with both the prob-
ability and frequency of cyberbullying experiences, especially for girls. This expands 
on past literature showing that stress is a precursor to risky digital behaviours 
(Evangelio et  al., 2022; Garaigordobil & Machimbarrena, 2019; Martínez-Monteagudo 
et  al., 2020). Girls tend to report higher levels of school-related anxiety and are more 
likely to seek emotional support through online communication (Mackenzie et  al., 
2023). Paradoxically, while such coping strategies are adaptive in theory, they may 
also expose girls to negative peer dynamics, particularly in emotionally charged plat-
forms or group chats in the online environment.
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Family influence: relationship and monitoring
Parental monitoring was positively associated with the possibility of girls becoming 
cyberbullying perpetrators in this study. Research on the effects of parental monitoring 
on children’s cyberbullying experiences has produced mixed findings, largely influenced 
by the specific type of monitoring employed. Overly controlling parental monitoring 
can sometimes serve as a risk factor for cyberbullying (Brighi et  al., 2019; Lin, 2016), 
as it may prioritise parental authority over child autonomy. This approach can strain 
parent–child relationships, potentially increasing the likelihood of cyberbullying inci-
dents (Elsaesser et  al., 2017). Conversely, open and collaborative parental strategies, 
such as explaining the rationale behind rules, co-using digital technologies, and 
modelling appropriate online behaviour, have been shown to reduce the probability 
of cyberbullying incidents (Benrazavi et  al., 2015).

In this study, parental monitoring was operationalised as a measure of controlling 
children’s digital use and was identified as a significant risk factor specifically for girls. 
This finding highlights the potential adverse effects of restrictive mediation strategies. 
This aligns with research indicating that restrictive or authoritarian monitoring can 
provoke reactance or concealment, thereby increasing risky behaviours (Brighi et  al., 
2019; Lin, 2016; Mesch, 2009).

Emerging evidence supports a balanced model of parental monitoring in which 
proportionate control is paired with open communication. Such an approach allows 
children to navigate diverse online activities safely and fosters trust and positive 
parent–child relations (Livingstone et  al., 2015, 2017), emphasising protection and 
empowerment in the digital age.

Limitations

We note several limitations. The cross-sectional design does not permit causal 
inference about identified malleable factors, and the mechanisms underlying their 
association with cyberbullying are uncertain. Longitudinal designs are necessary 
to delineate causal pathways. Second, we did not include school- or community-level 
variables, which may also shape cyberbullying experiences; future research should 
incorporate these broader ecological factors. Third, although the two-part model 
distinguished between the probability and frequency of cyberbullying, we could 
not assess the subjective severity of incidents – a factor highlighted by allostatic 
load theory as critical for understanding stress responses. Finally, reliance on 
self-reported measures may introduce bias, particularly for sensitive issues like 
perpetration, and the frequency scale’s upper-bound truncation may limit data 
precision. Future studies should consider using multi-informant approaches and 
behavioural data to enhance validity.

Contribution and implication

This study makes three key theoretical contributions. First, it disentangles the prob-
ability and frequency of cyberbullying, showing their distinct impacts on well-being. 
This differentiation helps address zero-inflated data and guides the development of 
targeted interventions by identifying which factors influence the likelihood or 
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frequency of cyberbullying. Second, the study highlights gender-specific factors affect-
ing cyberbullying experiences, essential for designing precise interventions. Third, 
most prior research has focused on adolescents. By shifting attention to primary 
school-aged children, our study emphasises the importance of early prevention and 
developmental sensitivity in both measurement and intervention.

The findings offer practical insights for designing targeted anti-cyberbullying pro-
grams. Prevention should focus on reducing the probability of incidents. For girls, 
improving DL and reducing academic stress are key, while for boys, promoting bal-
anced online behaviour and digital self-regulation is critical. Additionally, fostering 
healthy family dynamics – especially for girls – can lower perpetration risk, suggesting 
that parent-focused initiatives should be integral to these efforts. For example, parental 
strategies involving co-use and evaluative mediation (S. Livingstone et  al., 2015, 2017) 
have been shown to be more effective than restrictive controls in shaping responsible 
digital behaviours. Similarly, school-based interventions that emphasise digital citi-
zenship, empathy-building, and peer support (Elsaesser et  al., 2017; Lan, Law, et  al., 
2022) may be especially impactful. Addressing these gender-specific and contextually 
malleable factors can make anti-cyberbullying programs more effective in reducing 
online aggression among primary school students.

Conclusion

This research advances our understanding of cyberbullying by showing that the 
probability of an incident, rather than its frequency, has a stronger negative link to 
a child’s well-being. This is especially true for boys, who are more vulnerable across 
perpetrator, victim, and bystander roles. Additionally, this study identifies actionable 
factors, showing DL is a key protective skill, while academic stress and controlling 
parenting are significant risks, especially for girls. This evidence calls for a shift towards 
targeted, gender-sensitive interventions. To be effective, prevention must focus on 
the specific factors that increase the likelihood of cyberbullying and be tailored to 
the developmental needs of young students.
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Appendix 

Table A1.  Measures for cyberbullying experience.
Cyberbullying 

perpetration 
Q11 How often have you done the following  in the past 6  months?
Q11 1 I have sent or forwarded a hurtful message electronically to someone
Q11 2 I have posted or texted a hurtful comment about a photo/video of somebody online
Q11 3 I have removed or refused another person on some chat groups (e.g. Messenger, 

Whatsapp), without him/her doing anything and only for being who he/she was.
Q11 4 I have pushed another person to do things that he/she did not want to do (whether 

or not he/she finally agreed to do it) by threatening to share intimate 
conversations or images of him/her.

Q11 5 I have posted rumours about someone on a social network.
Cyberbullying 

victimisation 
Q12 How often have you encountered the following situations in the past 6  months?
Q12 1 I have received a hurtful message from someone online
Q12 2 I have seen hurtful comments about a photo/video of me online
Q12 3 I was kicked out or not accepted on some chat groups (e.g. Messenger, Whatsapp), 

without having done anything, just for being me.
Q12 4 I have been pressured to do things that I didn’t want to do (whether or not I finally 

agreed to do) and threatened to spread my intimate conversations or images.
Q12 5 There have been false rumours about me on some social network.

Cyberbullying 
bystander 

Q13 How often have you seen someone encounter the following situations in the past 
6  months?

Q13 1 I have seen somebody received a hurtful message online
Q13 2 I have seen hurtful comments about a photo/video of others online
Q13 3 I have seen someone being kicked out or not accepted on some chat groups (e.g. 

Messenger, Whatsapp), without having done anything, just for being who he/she 
was.

Q13 4 I have seen someone being pressured to do things that the he/she didn’t want to do 
(whether or not he/she finally agreed to do) and being threatened to spread the 
intimate conversations or images of him/her.

Q13 5 I have seen false rumours about another person on some social network.

Answer options: 1 = Never, 2 = 1 or 2 times, 3 = 3 or 4 times, 4 = 5 or 6 times, 5 = 7 or more times. The scale has 
been changed to 0–4 in the data analysis process.
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Table A2.  Frequency table of items of cyberbullying experience scale.
Answer options Answer Options

Female 1 2 3 4 5 Missing Male 1 2 3 4 5 Missing

Q11_1 456 22 8 6 8 7 Q11_1 432 29 11 11 11 8
Q11_2 468 5 16 2 9 7 Q11_2 441 20 17 8 8 8
Q11_3 422 49 14 6 9 7 Q11_3 398 52 16 10 18 8
Q11_4 463 14 12 5 6 7 Q11_4 448 8 18 9 11 8
Q11_5 462 17 7 6 8 7 Q11_5 446 15 10 11 12 8
Q12_1 391 69 16 8 16 7 Q12_1 393 55 20 10 16 8
Q12_2 443 26 18 3 10 7 Q12_2 432 24 17 11 10 8
Q12_3 402 56 20 6 16 7 Q12_3 401 49 17 16 11 8
Q12_4 445 27 14 3 11 7 Q12_4 432 19 16 13 14 8
Q12_5 444 22 14 8 12 7 Q12_5 434 16 15 12 17 8
Q13_1 382 73 18 12 15 7 Q13_1 380 59 23 7 25 8
Q13_2 397 60 24 5 14 7 Q13_2 398 44 24 8 20 8
Q13_3 381 72 26 9 12 7 Q13_3 392 49 22 8 23 8
Q13_4 422 42 18 7 11 7 Q13_4 415 33 24 7 15 8
Q13_5 376 69 26 9 20 7 Q13_5 379 48 28 13 26 8
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