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Abstract—Game theory offers a powerful framework for an-
alyzing strategic interactions among decision-makers, providing
tools to model, analyze, and predict their behavior. However,
implementing game theory can be challenging due to difficulties
in deriving solutions, understanding interactions, and ensuring
optimal performance. Traditional non-Al and discriminative Al
approaches have made valuable contributions but struggle with
limitations in handling large-scale games and dynamic scenarios.
In this context, generative AI emerges as a promising solution
because of its superior data analysis and generation capabilities.
This paper comprehensively summarizes the challenges, solu-
tions, and outlooks of combining generative AI with game theory.
We start with reviewing the limitations of traditional non-Al and
discriminative AI approaches in employing game theory, and then
highlight the necessity and advantages of integrating generative
AL Next, we explore the applications of generative Al in various
stages of the game theory lifecycle, including model formulation,
solution derivation, and strategy improvement. Additionally, from
game theory viewpoint, we propose a generative Al-enabled
framework for optimizing machine learning model performance
against false data injection attacks, supported by a case study to
demonstrate its effectiveness. Finally, we outline future research
directions for generative Al-enabled game theory, paving the way
for its further advancements and development.

Index Terms—Generative Al, game theory, game theoretical
model formulation, equilibrium solution derivation.

I. INTRODUCTION

Game theory is a crucial tool in mathematics and eco-
nomics, aiding individuals in strategic decision-making. It
provides a solid framework for finding the equilibrium solu-
tions by analyzing how actions and reactions interact among
participants. While game theory is excellent at predicting
rational behavior and considering factors like incentives and
information dynamics, it does have the following limitations,
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and therefore addressing these limitations is important for its
ongoing development and wider use!.

o The equilibrium solution of the game is difficult to solve.
The solving process requires advanced mathematical
techniques and significant computational resources. As
games become more complex, either with more play-
ers or more sophisticated strategies, the computational
requirements increase, thus making it difficult to derive
equilibrium solutions.

o The game process is complicated to understand. Under-
standing the game process is complex. The interactions
among multiple individuals, each with their own goals
and constraints, make analysis difficult. Analyzing why
players interact in the way they do requires not just
understanding the game’s rules but also having accurate
insights into the real-world situation.

o The game-based strategy may not lead to the best perfor-
mance. Not all players may act rationally, as imperfect
information or biased judgements can affect outcomes.
Additionally, focusing on individual optimal strategies
within the game may not always result in the best overall
outcomes for the system or network as a whole, thereby
reducing the effectiveness of the solution.

To address these challenges, traditional non-Al methods
have been adopted, making significant contributions. For in-
stance, they excel in formulating precise game models, en-
abling mathematical analysis to uncover the core of strategic
decision-making. This approach offers theoretical solutions
and assesses the effects of different strategies. Moreover,
numerical optimization methods serve as robust computational
tools for solving game theory problems, providing solutions
when analytical methods are not feasible. However, despite
their widespread use, traditional non-Al approaches in game
theory still face several following limitations?.

o Limited participants and actions consideration. When
assessing the iterative dynamics between two individuals?
in game-solving processes, traditional non-Al methods
typically oversimplify strategic interactions by restricting
the number of players and actions considered. Such
simplifications hinder the application of game theory in

Uhttps://www.iienstitu.com/en/blog/game-theory-strategic-analysis-and-
practical-applications

Zhttp://article.sapub.org/10.5923.j.jgt.20200902.01.html

3Note that even though mean-field game can be applied in the large scale
system, it can describe only relationships between one individual and the
mean-field formulated by the rest of individuals. Relationships between any
two individuals are still difficult to figure out.



complex systems characterized by numerous interacting
individuals and a wide array of potential strategies.

o Standard game structure requirement. Traditional non-Al
methods rely on predefined rules and payoffs to analyze
games and find equilibrium solutions. However, many
strategic environments are dynamic, with changing rules
and uncertain payoffs. This can lead to inaccurate predic-
tions or suboptimal strategies due to the rigid structure
of traditional games.

e Strong participant’s behavior assumption. Traditional
non-Al approaches assume strong rationality, where par-
ticipants make decisions to maximize their own utility
and accurately predict others’ actions. However, when
participants have incomplete or imperfect information,
they may act biasedly or non-ideally, invalidating these
assumptions.

Meanwhile, discriminative Al offers a promising approach
to addressing challenges in game theory. Supervised learning
models, for instance, can predict participants’ behavior based
on historical data, improving decision-making by guiding
payoff-oriented actions. Reinforcement learning, on the other
hand, can help agents learn equilibrium strategies by treating
strategic interactions as Markov decision processes, allowing
them to converge to solutions over repeated engagements.
However, despite its potential, discriminative Al faces chal-
lenges as follows*.

e Demanding a large amount of labeled data. Training
discriminative Al models to identify strategies, predict
participants’ actions, and select suitable strategies neces-
sitates a vast amount of labeled data to establish the
correlation between inputs and outputs. However, this
poses challenges in complex and dynamic environments
where collecting labeled data is impractical or unfeasible.

o Struggling to unseen game types and scenarios. Dis-
criminative Al models are typically trained on specific
datasets, making them struggle to generalize effectively
with new game types or scenarios not seen. Retraining
these models on new datasets to accommodate unseen
scenarios can prove time-consuming and impractical,
especially in rapidly changing environments.

e Capturing complex dynamics traits of games inefficiently.
Discriminative Al models often rely on fixed representa-
tions of input data, which may not adequately capture
non-linear or stochastic relationships inherent in game
processes. They may also overlook emergent behaviors
or strategic patterns, limiting their predictive capability
in dynamic scenarios.

In this regard, to address limitations in traditional non-Al
and discriminative Al approaches, generative Al offers the
following effective solutions.

o Offering the digital twin evolving environment, modeling
the opponent in the game theoretical model formulation
stage. Generative Al can be a powerful tool to realize the
digital twin [1]], as it can generate synthetic data to sup-
port specific functional models’s training and deployment

“https://www.emerald.com/insight/content/doi/10.1108/JDAL-10-2021-
0011/full/html

to provide service. Specifically, generative Al can offer
a digital twin of the evolving environment, where partic-
ipants make strategic decisions through interacting with
each other. Moreover, generative Al can also help model
the opponent when there is limited priori information
[2]]. In this regard, generative Al can address concerns of
data limitation, reduce the dependency of standard game
structure, relax the assumption of the participant’s behav-
iors, and be efficient in deriving equilibrium solutions for
unseen scenarios.

o Creating agents to simulate the game process, using gen-
erative models to derive equilibrium solutions in the game
problem solution derivation stage. Generative Al can
create intelligent agents [3] to simulate the participants
within the game process. These agents can act as strategic
entities within the environment, making decisions based
on predefined objectives, learning from past experiences,
and adapting to changing circumstances. Through these
simulated interactions, participants can gain insights into
the dynamics of strategic decision-making, uncovering
emergent behaviors, and identifying strategies that lead to
desirable outcomes. In addition, generative Al is able to
directly provide equilibrium solutions with the models’
outputs [4]. In this regard, generative Al can break
through the player and action number limitation, capture
the dynamic nature of the game process effectively,
obtain equilibrium solutions more efficiently, as well as
understand the game process by observing the status and
behaviors of the created agents.

o Improving deep reinforcement learning-based decision
making performances, enhancing the derived equilibrium
solution with new game scenarios in the game problem
strategy improvement stage. Generative Al can be used to
improve deep reinforcement learning, such an integration
can address concerns on modeling complex environments,
instability and slow convergence [5]. Additionally, by
generating diverse environments [6]] with varying param-
eters and constraints, participants can evaluate the robust-
ness and effectiveness of derived strategies. This iterative
process leads to the development of more resilient and
adaptive strategies across various environments, signifi-
cantly enhancing game-theoretical strategy performance.

Based on the analysis above, we summarize and compare
traditional non-Al, discriminative Al, and generative Al-based
game theory solving approaches in Table I. The integration of
generative Al and game theory not only overcomes limitations
faced by game theory but also effectively addresses con-
cerns with traditional non-Al and discriminative Al methods.
Different from our previous work that focuses on utilizing
retrieval-augmented generation (RAG) and large language
model (LLM) to solve game theoretical problems [3]], this
paper extends the generative AI’s applications for the whole
life cycle of game theory, including game model formulation,
solution derivation, and strategy improvement. Specifically, the
key contributions are summarized as follows.

e We introduce the preliminaries for game theory and
generative Al. Through a comprehensive review of these



TABLE I
COMPARISON FOR TRADITIONAL NON-AI, DISCRIMINATIVE Al AND GENERATIVE AI-BASED GAME THEORY SOLVING SCHEMES.

Approaches for solving X . X Game scale | Dynamic scenario | Optimal performance Game process
) Key techniques Implementation details L " =R
game-theoretical problems limitation adaptability ensurance comprehensibility
. . Devive the theoretical Suitable for . Present the game
Mathematical analysis I " - Not suitable for May not always g
equilibrium solution limited R _ process with
Non-Al approach L. dynamic and ensure the optimal ) L
Determine the numerical| participants X mathematical deviration
Numerical optimization ) changed scenario performance )
solution or strategy and actions and analysis
Supervised dee| Strategy identification | Suitable for
. . g o . . . Not suitable for May not always Present the game
o learning and behavior prediction |small, medium . . ;
Discriminative Al approach dynamic and ensure the optimal process with player
Deep reinforcement . scales game . ) o
- Strategy selection X changed scenario performance behavior prediction
learning scenarios
Provide simulation i
Digital twin emulation K Rlitzblojioy Can ensure the
evolving results small, . X Present the game
L | del | Creat ts t | medium, and SO S CIEI rocess with digital twin
ium, , with digital twi
Generative Al appoach arge language model | Lreate agents fo explore dynamic and through repeated P . 9
agents results large scales ) . emulation and agent
- changed scenario evaluation and S -
Generate new scenarios ;
Generative models R . improvement
to improve strategy scenarios

two techniques, we clarify the motivations and advantages
of integrating generative Al into the game-theoretical
problem-solving process. Additionally, we highlight the
aspects and manner in which the generative Al technique
can outperform traditional non-Al and discriminative Al-
based approaches.

« We present how to combine generative Al with game
theory, focusing on the whole life cycle of game the-
ory, model formulation, solution derivation, and strategy
improvement. In each stage, we detail the services im-
plementation outlines and advantages of generative Al
Furthermore, we illustrate the potential challenges of
integrating generative Al into game theory.

e We propose a generative Al-enabled game theoreti-
cal framework for optimizing machine learning (ML)
model’s performance under false data injection attack,
and a mobile crowdsensing-based vehicle image collec-
tion is designed as a case study. Experiments results
have demonstrated that by generating synthetic data,
Generative Adversarial Networks (GAN) and Generated
Diffusion Model (GDM) can model opponents and gen-
erate new game scenarios, and LLM (i.e., Transformer-
based model) can formulate game theoretical problems
and create agents to explore game results.

The rest of the paper is organized below. Section II in-
troduces the preliminaries of game theory and generative Al.
Then, Section III presents the generative Al-enabled game the-
oretical applications, where potential challenges in integrating
generative Al into game theory are also discussed. Besides,
under false data injection attack, the framework for optimizing
ML model’s performance with generative Al-enabled game
theoretical approach is detailed in Section I'V. Next, Section V
highlights several future research directions. Finally, Section
VI concludes the paper.

II. PRELIMINARIES OF GAME THEORY AND GENERATIVE
Al

A. Preliminaries of game theory

Game theory offers valuable insights into decision-making
when individual choices impact others’ outcomes. A complete

game process comprises three main components: players,
actions, and utility functions.

Player. Players are individuals actively engaged in the game.
To establish player modeling at the game’s onset, various
discriminative Al techniques can be employed. For instance,
[7] utilizes intelligent agent-based modeling and simulation
(ABMS) to depict player behavior. This approach is partic-
ularly applied in cooperative game scenarios within strategic
coalition formation contexts. Numerical findings indicate that
the ABMS method aligns well with player behavior, with 42%
of trials resulting in outcomes predicted by the underlying the-
ory of the proposed scheme. Nonetheless, discriminative Al-
driven player modeling may encounter challenges in adapting
to game environment changes or opponent behavior, thereby
limiting effectiveness in dynamic or intricate game settings.

Action. Actions represent the decisions made by players.
In assessing player actions during interactions, [8] has ex-
amined the efficacy of a discriminative Al-based approach.
Specifically, a bio-inspired evolutionary method is employed
to ascertain the targeted movement positions of a UAV swarm.
This approach generates candidate positions that serve as
strategies in a realistic, self-enforcing non-cooperative game
scenario involving a UAV and its nearby counterparts. How-
ever, discriminative Al-based action determination schemes
may encounter challenges in generalizing across diverse game
scenarios or opponent profiles, thereby diminishing perfor-
mance in unforeseen circumstances.

Utility function. The utility function assigns a value to each
potential outcome of the game for every player, reflecting
their preferences. To maximize individual player’s payoffs
through utility function design, [9] proposes a mathematical
mixed model that reflects players’ benefits and objectives. This
approach concurrently considers player benefits and pricing,
thereby enhancing Pareto payoff outcomes. Nonetheless, tradi-
tional non-Al-based utility function design schemes may strug-
gle to capture characteristics of complex game environments,
potentially resulting in oversimplification or insufficient utility
representation.

To overcome limitations of traditional non-Al and discrimi-
native Al approaches in player modeling, action determination,



and utility function design, we integrate generative Al into
game theory. This integration aims to provide new insights
into game theory’s design, solving, and implementation.

B. Preliminaries of generative Al

After being trained on extensive datasets of existing sam-
ples, generative Al has the capability to generate novel data
or content from scratch. This methodology learns to recognize
patterns and structures within the samples, thereby producing
synthetic data that is similar but not identical. Commonly
employed generative Al models encompass Variational autoen-
coder (VAE), Flow-based model (FBM), Generative adversar-
ial network (GAN), Generative diffusion model (GDM), and
Transformer-based model (TBM) [10].

Variational autoencoder (VAE). VAE comprises an en-
coder and a decoder. The encoder maps input data into a
latent space, while the decoder reconstructs the data from
this latent space. VAE is trained to minimize reconstruction
error while also regularizing the latent space to adhere to
a specific distribution. This regularization encourages VAE
to generate new data points similar to those in the training
set, facilitating smooth interpolation in the latent space. VAE
finds applications in realizing game-theoretical adversarial
deep learning scenarios. For instance, in achieving game-
theoretical learning between a variational adversary and a
Convolutional Neural Network (CNN), [2] designs a variable-
sum two-player sequential Stackelberg game. VAE is then
employed to determine the adversary; s payoff function based
on data manipulation. Numerical results demonstrate that the
proposed method achieves a classification error of 6.44%,
whereas the original performance without defense stands at
10.01% classification error.

Flow-based model (FBM). FBM learns the data distribution
by converting a simple base distribution into the target distribu-
tion via a sequence of invertible transformations. It accurately
computes data likelihoods, rendering it valuable for tasks
emphasizing likelihood estimation, like density estimation or
anomaly detection. Specificallyy, FBM can be used in the
multi-agent continuous control scenario [11]. This applica-
tion enables FBM to function as a solution tool for game-
theoretical problems and to provide guidance for strategic
decision-making by players.

Generative adversarial network (GAN). GAN consists of
a generator and a discriminator. The generator produces
synthetic data samples, while the discriminator endeavors to
differentiate between real and synthetic samples. Through
adversarial training, the generator learns to generate samples
that are indistinguishable from real data as perceived by the
discriminator. Additionally, GAN can offer a solution to the
zero-sum game known as the proximal equilibrium [4]]. Unlike
the Nash equilibrium, the proximal equilibrium captures the
sequential nature of GAN, where the generator acts first,
followed by the discriminator. Numerical findings demonstrate
that the highest sample quality can be achieved at the proximal
equilibrium point.

Generative diffusion model (GDM). GDM generates sam-
ples by progressively applying noise to an initial data sam-
ple. This iterative process begins with a clean data sample

and incrementally introduces noise over multiple steps until
producing the final sample. Moreover, from a hypergraph
game perspective, when the channel allocation problem for
ultradense cloud D2D communication networks with asym-
metric interference is modeled as a combinational optimization
problem®, GDM can effectively solve it by employing graph-
based denoising diffusion models to generate high-quality
solutions [[12].

Transformer-based model (TBM). TBM utilizes self-
attention mechanisms to handle sequences of data. It achieves
data generation by conditioning the process on a prompt or a
set of features, then generating new data samples based on this
conditioning. Additionally, TBM aids in game theory by as-
sisting players in determining actions to maximize payoff. For
instance, TBM can be integrated into reinforcement learning6,
offering decision-making support. Through this approach, im-
proved performance can be attained with derived strategies.

Moreover, Table [lI| provides a summary of typical genera-
tive Al models, encompassing their components, advantages,
drawbacks, offered game-theoretical solutions, and potential
applications in wireless systems.

III. GENERATIVE AI-ENABLED GAME-THEORETICAL
APPLICATIONS

A. Potential application scenarios

From the viewpoint of model formulation, solution deriva-
tion, and strategy improvement aspects of game theory’s whole
life cycle, we explore the issues of generative Al-enabled
game-theoretical applications, which are summarized as below.

1) Generative Al for game theoretical model formulation:

By incorporating participant and environmental elements, a
game theory model can be established. Generative Al plays
a crucial role in this process by contributing to providing
emulation environments and opponent modeling. This enables
the exploration of complex interactions and strategies among
players in a variety of game settings.

Providing the emulation environment to evaluate the game
process. Generative Al facilitates the creation of a digital
twin simulation platform, which simulates various game sce-
narios based on predefined rules and player actions. This
platform enables players to analyze the outcomes of different
strategies and decisions within the game. For instance, in the
context of 6G wireless networks, generative Al serves as a
crucial enabler for realizing digital twins [[1]. Specifically, [1]]
proposed a hierarchical generative Al-enabled framework for
wireless network digital twins at both the message-level and
policy-level. This framework offers emulation, evaluation, and
optimization services for physical entities (e.g., players of
one game). Experiments results have demonstrated that when
training Al models to realize admission control in the network
slicing aspect, the proposed generative Al-enabled model is
with 0.999 accuracy, while the Long Short-Term Memory
(LSTM) model can only reach 0.992 accuracy.

Serving as the potential opponent to establish the game
model. Generative Al proves invaluable in modeling oppo-

Shttps://ieeexplore.ieee.org/document/8361901
Ohttps://arxiv.org/pdf/2301.03044



TABLE II
SUMMARIZATION OF TYPICAL GENERATIVE Al MODELS, PROVIDED GAME-THEORETICAL SOLUTIONS, AND POSSIBLE APPLICATIONS.

Generative . ) . Potential applications in
Component Pros Cons Game-theoretical solution provided manner X RY
Al model wireless systems
. Learn the distribution of possible strategies for participants, and
. Sensitive to hyperparameters; . . .
VAE Encoder and | Easy to train; can generate S G e Gy wEy search out the strategy that maximizes the expected payoff as the Realize the adversarial
decoder new synthetic data be ideal equilibrium solution; Generate new game scenarios for testing the deep learning
robustness of a strategy or finding more effective strategies
Mappin Enable multiple agents to
.pp Y - . . . . Learn the distribution of possible strategies for participants, and AL X
function and | Can efficiently handle high- | Demanding high computation - perform cooperative
. . . X search out the strategy that maximizes the expected payoff as the X X
FBM scaling and |dimenssion data; can generate| resources; transformation _— . . . exploration for various
o . N equilibrium solution; Generate new game scenarios for testing the " .
shifting new data function selection . . ) compositional continuous
. robustness of a strategy or finding more effective strategies .
function objects
Provide opponent modeling service, and conduct adversarial trainin: . .
Generator | Can generate new data when o . pp N 9 B 9 Provide the solution to the
. Training is difficult to converge;| to derive game solutions until convergence; Generate new game
GAN and the distribution is unknown; " i i X . Zero-sum game
S . " sensitive to hypermeters scenarios for testing the robustness of strategies or finding more . I
discriminator high sample quality i X as the proximal equilibrium
effective strategies
Diffusion and Training process requires time Improve the strategy making performance for agent-based deej Solve the game
. Can generate high-quality eIz . % . P 'gy o g . . b s q
GDM denoising data: Continuous generation and computation resources; | reinforcement learning; Generate new game scenarios for testing the |  theory-based combined
parts : d sensitive to noise robustness of a strategy or finding more effective strategies optimization problems
Encode, . ) ) . Combine with
decoder and Can efficiently handle long Structure is complicated; Create large language model agents to simulate the game process reinforcement learning. and
TBM X sequence data; parallel requires high compuattion and explore game results; Generate new game scenarios for testing R - g,.
self-attention . - . . provide decision making
- processing resource the robustness of a strategy or finding more effective strategies senvice

nents’ behavior within a game. By discerning the probable
actions of adversaries, a player can adjust their strategy to
gain a competitive advantage. This dynamic interaction greatly
enhances the game’s dynamics and boosts player payoffs. For
instance, deep learning-based Spear Phishing attack defense
schemes often neglect attacker models, potentially undermin-
ing defense efficacy. To address such a concern, [[13]] utilizes
GAN to design games between the attacker and defender in
training and deployment phases. Numerical results have shown
that the proposed scheme can realize 0.9552 Area Under
Curve (AUC) on Phishing uniform resource locator (URL)
classification performance, while baselines Support Vector
Machine (SVM), CNN, and LSTM are with 0.8638, 0.9251,
and 0.9471 AUC values, respectively.

2) Generative Al for game-theoretical solution derivation:

When addressing game theory problems, the quality of the
derived solution directly impacts players’ payoffs and system
performance. Generative Al, in this context, can create agents
to explore game outcomes, as well as in deriving equilibrium
solutions and strategies. This contribution streamlines the
solving process and enhances comprehensibility by observing
agents’ behaviors.

Creating agents to simulate game process and explore
game results. Trained generative Al models can be utilized
to create agents that realistically emulate players’ behaviors
within a game environment. Once deployed in simulated game
environments, these agents interact with each other and the
environment until reaching an equilibrium point. For instance,
[3] proposed a framework leveraging LLMs to create agents
capable of reasoning and decision-makings, providing final
response to the input requirement. Numerical results with a
UAV secure communication optimization case indicate that
generative Al algorithm within such a framework can reach
the same performance as the expert scheme.

Using generative model to derive equilibrium solutions and
strategies. Once the generative Al model is trained, it becomes
a valuable tool for analyzing equilibrium solutions and strate-
gies within games. This process entails inputting various initial
conditions or player strategies into the model and observing
the outcomes that it produces. Through iterative adjustment
of input conditions, the model can progressively converge
towards equilibrium solutions. For example, to investigate
the relationship between generative AI’s outcomes and game
theory’s equilibrium solutions, [14] proposes one probabilistic
framework for modeling multi-agent decision-making prob-
lems. Within such a framework, [14]] establishes the theoretical
connection between the flow equilibrium and the Nash equilib-
rium, aiming to providing equilibrium solutions and strategies
with generative Al models. When being adopted to solve the
differential game, numerical results have demonstrated the
proposed approach can converge to the global optimum, while
the baseline Deterministic Policy Gradient (DDPG) can only
reach the sub-optimal solution, indicating the superiority of
this approach over existing schemes.

3) Generative Al for game-theoretical strategy improve-
ment:

Given the dynamic nature of game environments and the
challenge of incomplete player observation, game-theoretical
strategies and solutions must undergo iterative refinement. In
this regard, generative AI can improve deep reinforcement
learning, and test solutions in new generated scenarios. This
manner can further increase the player’s payoffs as well as
enhance the system performance.

Improving deep reinforcement learning-based decision mak-
ing performances. When solving game theoretical problems,
deep reinforcement learning has become a cornerstone in guid-
ing player strategy and decision-making processes. However,
to enhance its performance in modeling complex environments
and mitigate issues such as instability and slow convergence,



TABLE III
SERVICES COMPARISON BETWEEN TRADITIONAL NON-AI/DISCRIMINATIVE Al AND GENERATIVE Al TECHNIQUES WITHIN THE WHOLE LIFE CYCLE OF
GAME THEORY.

Process of game

) Provided services
theory's life cycle

Traditional non-Al or discriminative Al methods

Generative Al approaches

Implementation outline: using mathematical models to realize game
environment following preset interaction rules and preference order

Implementation outline: using generative Al to realize digital twin to
provide physical entities' evaluation and emulation services

Emulation environment demanding

Game theory model

Limitations: the emulation environment may be with poor scalability
and limited flexibility

Advantages: allowing players to analyze the outcomes of different
strategies within the game process

formulation

Implementation outline: creating intelligent agents within
reinforcement learning to model the opponent

Implementation outline: using GAN to model the potential opponent
during the game process

Potential opponent modeling

Limitations: facing the challenges of adapting to changes in
the game environment or opponent behavio

Advantages: significantly enhance the game dynamic traits and
improve the player payoff

Game process simulating and

Implementation outline: using deep reinforcement learning to explore
the game results by agents

Implementation outline: creating agents to simulate game process
and explore results based on large language model

game results exploration

Game theoretical

Limitations: the sample efficiency is low, and is difficult to handle with | Advantages: making the game-solving process more comprehensive
the scenario with incomplete observation information

by observing agents’ behaviors

solution derivation

Equilibrium solutions and strategies

Implementation outline: solving game-based optimization problems
with mathematical analysis or numerical optimization

Implementation outline: using generative model to derive equilibrium
solutions and strategies

determination

Limitations: the solving process is with significant complexity and
difficult to understand the game process

Advantages: simplifying the game-solving process and reducing the
mathematical analysis complexity

Strategies improvement-oriented

Implementation outline: bringing in the meta learning approach to
improve model generalization capabilities

Implementation outline: improving deep reinforcement learning-based
decision-making performances based on diffusion model

performance enhancement
Game theoretical

Limitations: meta-reinforcement learning algorithms can be unstable
and may have difficulty converging to an optimal policy

Advantages: improving the performance of deep reinforcement
learning in modeling complex environments slow convergence

strategy
improvement
Solutions test and improvement in
new game scenarios

No consideration

Implementation outline: iteratively enhancing the derived equilibrium
solution in newly generated game scenarios

Advantages: further enhancing the player’s payoffs and improving the
system performance

generative Al offers valuable insights. For instance, [5]] tackles
a power allocation problem involving users across multiple
orthogonal channels. Employing a generative diffusion model-
based reinforcement learning approach, their optimization
objective is to maximize the sum rate of all channels. In
this regard, such a scheme can also be implemented in a
game theory scenario, where the game-based resource alloca-
tion/optimization problems can obtain better performance with
diffusion model-based reinforcement learning.

Enhancing the derived equilibrium solution in new game
scenarios. Generative Al has the capability to generate an
extensive array of new scenarios within complex games,
offering players insights into potential outcomes of differ-
ent strategies and enabling them to refine their decision-
making processes. By iteratively testing and refining solutions
within these new scenarios, system performance can be further
enhanced. For instance, [[6] leverages LLMs to streamline
software development processes, automating tasks such as
testing, debugging, and deployment. The results demonstrate
the potential for generative Al to automate testing procedures,
ensuring thorough testing and verification of each requirement.
Similarly, the above approach can also be adopted in game
theory, where the current equilibrium solution/strategy can be
significantly evaluated and further improved under generative
Al-based new scenarios.

B. Lessons learned

In summary, generative Al offers substantial insights
throughout the entire lifecycle of game theory. A compre-
hensive comparison of services provided by traditional non-
Al/discriminative Al and generative Al techniques is presented
in Table However, despite the efficiency gains and ex-

panded applicability generative Al brings to game theory, its
integration faces several challenges.

1) Training generative Al models demands significant com-
putational resources and energy consumption, poten-
tially limiting its adaptability in resource-constrained
scenarios.

2) Generative Al models involve numerous hyperparam-
eters and require substantial storage capacity, posing
challenges for implementation in resource-limited envi-
ronments.

3) The training and implementation of generative Al in
game theory require considerable time, making it dif-
ficult to achieve real-time responsiveness in the solving
process of generative Al-enabled game theory.

IV. MACHINE LEARNING MODEL PERFORMANCE
OPTIMIZATION UNDER FALSE DATA INJECTION ATTACK: A
GENERATIVE AI-ENABLED GAME THEORETICAL APPROACH

A. Research motivation

To train the ML model for object detection (identifica-
tion, classification), a high-quality dataset is needed. When
collecting the required data, honest users contribute genuine
data to enhance model performance, while malicious users
may launch false data injection attacks by providing synthetic
data to degrade model performance [15]]. Since generating
synthetic data and collecting real data incur different costs,
designing data collection/generation strategies for both honest
and malicious users is of paramount importance. Here, there
are natural conflict and confrontation relationships among
honest and malicious users, game theory can be considered to
solve above problems. However, directly applying game theory
to address these issues is challenging. For example, malicious
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Fig. 1. The generative Al-enabled game theoretical framework for optimizing ML model’s performance under false data injection attack. The framework
follows a layered architecture, including input layer, processing layer, and output layer. The input layer can formulate game model, providing the digital twin
environment and modeling the potential opponent. The processing layer can derive the game solution and evaluate the strategy, providing services on creating
game agents and exploring results, deriving equilibrium solutions, and evaluating strategy performance in generated new scenarios. The output layer can
transform and output the game results, mainly focusing on transforming game strategies to optimization problem results, and outputting values of variables

and objective functions.

users are difficult to model with limited prior knowledge,
the game process is complicated to analyze in the dynamic
environment, and the equilibrium solution is challenging to
derive with optimal performance. In this regard, we propose
a generative Al-enabled game theoretical framework. This
framework aims to optimize ML model performance under
false data injection attack. It facilitates the entire lifecycle
of game theory with generative AIl, encompassing model
formulation, solution derivation, and strategy evaluation.

B. Proposed framework

To efficiently optimize performance of the ML model
against false data injection attacks while minimizing costs,
we propose a layered generative Al-enabled game theoretical
framework, as depicted in Fig. [T} This framework comprises
an input layer, processing layer, and output layer.

The input layer is for game model formulation, which can
be realized on providing the digital twin environment and
modeling the potential opponents two aspects. From a game
theory perspective, generative Al can assist in transform-
ing the optimization problem into a game theoretical one,
providing models for players, actions, and utility functions.
This involves conceptualizing attackers (malicious users) and
defenders (honest users) within the game process, thus creating
digital twins from physical entities to virtual models. To
further characterize potential attacker behaviors, generative Al
can deploy various generative models to simulate different
types of attackers, generating diverse synthetic data.

The processing layer focuses on game solution derivation
and strategy evaluation, including creating game agents and
exploring results, deriving equilibrium solutions, and evaluat-
ing strategy performance in generated new scenarios. Initially,
generative Al models can act as agents to navigate the game
process and explore outcomes based on defined action and
payoff profiles. By employing these agents to interact within
the game, equilibrium solutions can be determined. Subse-
quently, these equilibrium solutions can be evaluated in newly
generated scenarios by generative Al, ensuring strategies with
maximum payoffs are updated as ultimate equilibrium solu-
tions.

The output layer can realize the game results transforma-
tion and output them, including transforming game strategies
to optimization problem results, and outputting the variable
value and objective function value. In line with the original
optimization requirements, generative Al aids in transforming
derived game strategies into corresponding optimization prob-
lem results, elucidating the values of optimization variables
and objective functions.

C. Case study and results analysis

Scenario description. When gathering vehicle image data
through mobile crowdsensing, the ML model is trained for
downstream tasks such as vehicle identification. However, the
presence of malicious sensing users uploading synthetic data
can degrade the dataset quality, thus impacting the ML model’s
performance [15]]. To address this, a game can be formulated



Classification accuracy

30
The number of malicious synthetic images

60 920 120 150 180

S ——

1r
4 e ——

] 05 —+—Honest user

© —— GAN-based malicious user

; GDM-based malicious user

£ 0

=1

o

<

F s
bt ————0—
L M hd I i ! I

-1

1 2 3 4 5 6 7 8

05

-Average scheme under original scenario
-Equilibrium strategy under original scenario
-Average scheme under generated scenario 1
\:lEquilibrium strategy under generated scenario 1
\:lAverage scheme under generated scenario 2
[]Equilibrium strategy under generated scenario 2

The utility value

-0.5

L

Utility of honest user

Utility of GAN-based agent

(©

1
Utility of GDM-based agent

Fig. 2. Performance evaluation for the proposed framework. (a) The ML model accuracy performance under different number of synthetic images generated
by GAN-based agent and GDM-based agent. (b) The utility convergence process for honest user, GAN-based agent, and GDM-based agent. (c) Equilibrium
strategy performance evaluation under newly generated game scenarios. Note that utility functions designed for honest and malicious users are (SVM model’s
accuracy — collection cost) and (-SVM model’s accuracy — generation cost), respectively. The game strategy indicates the numbers of images collected or
generated by honest and malicious users. The Nash equilibrium means that when other player’s strategy remains unchanged, any player (i.e., honest user or
malicious user) who unilaterally changes its strategy will not increase its profit. To be detailed, after finishing initial strategy exploration, we iteratively search
out the Nash equilibrium by inputting the current exploration results to ChatGPT 4 to acquire the next step exploration direction. When the utilities of the

players converge to be steady, the Nash equilibrium solution can be reached.

between honest and malicious users, where the former aim
to enhance the ML model’s performance while the latter aim
to decrease it. Within a fixed number of image datasets, the
optimization of the number of uploaded images by both honest
and malicious users is crucial to maximize their respective
payoffs, which depend on the ML model’s performance and
the costs associated with image collection/generation.

Experiment settings. The real vehicle image dataset is
available at Caltech Computational Vision website’ created
by Pietro Perona. The LLM agent is based on ChatGPT
48, GAN’, GDM!? are implemented on Matlab R2023a,
running on a laptop with Intel(R) Core(TM) i7-11700 CPU
@ 1.60GHz, NVIDIA GeForce RTX 3060 GPU, 32.0 GB
memory and Windows 11. In addition, the adopted ML model
is SVM'! to identify the existence of vehicles. Moreover, the
total image number of the required dataset is 300, and the
image collection/generation costs for honest user, GAN-based
malicious user, and GDM-based malicious user are set as
0.0005, 0.0007, and 0.0008 per image. In addition, the source

7https://data.caltech.edu/records/f6rph-90m20

8https://chat.openai.com/

9https://ww2.mathworks.cn/help/deeplearning/ug/train-generative-
adversarial-network.html

10https://ww2.mathworks.cn/help/deeplearning/ug/generate-images-using-
diffusion.html

Uhttps://ww2.mathworks.cn/help/stats/classificationlearner

code for this case study is available on github!?.

Framework implementation. In the input layer, we begin by
inputting the optimization scenario and problem into ChatGPT
4, enabling the formulation of a theoretical game model
within the conceptual/virtual space. Subsequently, we employ
GAN and GDM as malicious users to generate synthetic/false
images. In the processing layer, we initialize the number of
images from honest users, GAN-based agents, and GDM-
based agents to (150, 75, 75) images. Then, we train the SVM
to determine model accuracy and pre-defined utilities at ex-
ploration step 1. Continuing, we calculate performances under
strategies (180, 60, 60) and (120, 90, 90) at exploration steps
2 and 3, respectively. These results are inputted into ChatGPT
4 to obtain the next exploration strategy. For instance, steps
4 and 5 involve exploration strategies guided by ChatGPT 4,
resulting in (135, 83, 82) and (142, 79, 79), respectively. Once
utilities converge to steady points, they indicate equilibrium
strategies. Moreover, we utilize GAN and GDM to generate
another two sets of new images, simulating two new games'>.
Following these implementation details, the performance of
equilibrium strategies can be evaluated under new generated
game scenarios, with the strategy (150, 75, 75) serving as the

Zhttps://github.com/Yaoqi- Yang97/GAT4Game

3Note we first utilize GAN and GDM to generate 200 synthetic images as
initial dataset at one time, representing action sets of the original game. Then,
we create two new games by changing their action sets, i.e., generating another
two synthetic datasets for new game scenarios—generated scenarios 1 and 2.



baseline for the average scheme. Finally, in the output layer,
the final results are obtained by reflecting the relationship
between game strategies and optimization results.

Results analysis. Fig. 2 assesses the performance of the
proposed framework. Innitially, Fig. 2(a) illustrates that as
the number of synthetic images increases, the ML accuracy
performance decreases. This demonstrates the opponent mod-
eling capacity of generative Al, where GAN and GDM can
act as the attacker to provide synthetic/false data to degrade
the ML model performance. Subsequently, Fig. 2(b) evaluates
the feasibility of leveraging generative Al to create agents for
exploring game results. As depicted, the utilities of honest
user, GAN-based agent, and GDM-based agents all can con-
vergence to stable equilibrium strategy as the exploration step
increases. Moreover, Fig. 2(c) evaluates the performance of
derived Nash equilibrium strategy under new generated game
scenarios, where the utility of honest user, GAN-based agent,
GDM-based agent remain optimal compared to the baseline
average scheme.

V. FUTURE RESEARCH DIRECTIONS
A. Game theory for generative Al

Except generative Al can bring benefits to the whole life
cycle of game theory, game theory can also provide significant
insights to generative Al. For generative AI models employing
adversarial training architecture, game theory serves as a
guiding force, accelerating convergence speed, enhancing out-
come stability, and refining architecture design. This synergy
between generative Al and game theory is not merely com-
plementary; it represents a mutually beneficial advancement,
fostering symbiotic development.

B. Real-time response requirement

While generative Al offers effective solutions to game
theoretical problems, its real-time application may encounter
response delays due to extensive data training and complex ar-
chitecture design. To address this challenge, lightweight model
structures, parallel computing, and streaming and chunking
techniques can be implemented in generative Al. These strate-
gies can mitigate response latency, enhancing its utility in
latency-sensitive scenarios and interactive environments.

C. Ethical and social implications

Generative Al-enabled game theoretical approaches can
deploy intelligent agents to supplant real-world individuals,
societies, and organizations in strategic decision-making. Thus,
ethical and social considerations must guide the design and
regulation of agent behaviors and interaction rules. This ap-
proach ensures compliance with ethical norms and mitigates
the risk of societal repercussions stemming from ethical over-
sights. Such conscientiousness fosters wider acceptance and
adoption of generative Al-enabled game theoretical frame-
works within human society.

VI. CONCLUSION

In this paper, we delve into the integration of generative Al
and game theory, shedding light on the necessity, advantages,
and merits of incorporating generative Al into game theory
frameworks. Specifically, we explore applications of genera-
tive Al-enhanced game theory across the entire spectrum of
game theory, spanning model formulation, solution derivation,
and strategy refinement. Furthermore, we introduce a genera-
tive Al-fortified game theoretical framework tailored to opti-
mize machine learning model performance amidst false data
injection attacks. Through a case study centered on mobile
crowdsensing-based vehicle image collection, we showcase the
feasibility and efficacy of our proposed framework through
numerical results. Finally, we outline several promising direc-
tions for future research.
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