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Abstract—Unmanned aerial vehicles (UAVs) can be utilized as
relay platforms to assist maritime wireless communications. How-
ever, complex channels and multipath effects at sea can adversely
affect the quality of UAV transmitted signals. Collaborative
beamforming (CB) can enhance the signal strength and range
to assist the UAV relay for remote maritime communications.
However, due to the open nature of UAV channels, security
issue requires special consideration. This paper proposes a dual
UAV cluster-assisted system via CB to achieve physical layer
security in maritime wireless communications. Specifically, one
UAV cluster forms a maritime UAV-enabled virtual antenna
array (MUVAA) relay to forward data signals to the remote
legitimate vessel, and the other UAV cluster forms an MUVAA
jammer to send jamming signals to the remote eavesdropper.
In this system, we formulate a secure and energy-efficient
maritime communication multi-objective optimization problem
(SEMCMOP) to maximize the signal-to-interference-plus-noise
ratio (SINR) of the legitimate vessel, minimize the SINR of
the eavesdropping vessel and minimize the total flight energy
consumption of UAVs. Since the SEMCMOP is an NP-hard
and large-scale optimization problem, we propose an improved
swarm intelligence optimization algorithm with chaotic solution
initialization and hybrid solution update strategies to solve the
problem. Simulation results indicate that the proposed algorithm
outperforms other comparison algorithms, and it can achieve
more efficient signal transmission by using the CB-based method.

Index Terms—maritime communications, UAV-assisted, phys-
ical layer secure, collaborative beamforming, multi-objective
optimization.

I. INTRODUCTION

N recent years, owing to the continuous development of
the marine economy, marine services have a wide range
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of applications in military, civilian, and commercial fields,
and it is urgent to establish an efficient and reliable maritime
communication network [2] [3]. However, the challenge of
installing communications equipment at sea results in lower
maritime signal transmission rates than cellular networks at
present [4]. Due to the advantages of wide coverage, simple
deployment, and low cost, unmanned aerial vehicles (UAVs)
can be regarded as effective relay platforms to assist maritime
wireless communications [5] [6]. However, the higher flight
altitude of UAV brings long-distance communications, which
may render gradual signal attenuation during the propagation,
further impacting the effectiveness and reliability of the com-
munication link.

Collaborative beamforming (CB) is considered to be a
promising method that can enhance the transmission per-
formance of UAVs as a relay. Specifically, multiple array
elements on a UAV cluster can form a virtual antenna ar-
ray (VAA). Then, VAA transmits synchronously among the
array elements so that constructive signals are available at
the location of the receiving user [7]. Ideally, Ny array
elements in the VAA can generate N7 times gain to the target
via CB [8]. Therefore, CB can improve the communication
performance of UAVs at high altitudes without changing the
equipment. However, the open channel of the UAVs, as well
as the increased transmission range, make the signals more
susceptible to malicious eavesdropping [9], [10].

The conventional upper layer decryption and encryption
methods require high computing ability for frequent encoding
and decoding, which is extremely challenging for resource-
limited UAVs and marine services [11]. Different from these
methods, physical layer security (PLS) is an effective way to
accomplish secure wireless communication due to its strong
adaptability [12] [13]. Moreover, the flexibility of UAVs has
made them increasingly attractive for maritime PLS appli-
cations [14]. For example, Dang et al. [15] presented a
UAV-aided friendly-jamming architecture to strengthen safety
performance by adjusting the positions of the UAVs. Liu
et al. [16] designed a maritime anti-jamming transmission
framework by using UAVs, and optimized the moving path
and power allocation of the UAV to improve the performance.
However, the abovementioned power allocation method can
decrease the communication rates of legitimate users. Further-
more, these works need the UAVs to fly a long distance from
original locations to target locations [17], which consumes
much energy. Note that the energy consumption needs to
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be focused, since it is a critical factor in realistic maritime
communications and determines the communication duration.
In addition, due to the complexity of the maritime channels,
UAVs are more likely to crash when they fly far away from
the shore or vessel.

Similarly, based on the long-range transmission character-
istic of CB, another set of UAVs can form a VAA as jammer
to send jamming signals directly to the remote eavesdropping
vessel, protecting data from decoding through noise jamming.
In this case, UAVs can form two communication types for
long-range and friendly-jamming secure maritime wireless
communications. Specifically, one UAV cluster forms a mar-
itime UAV-enabled virtual antenna array (MUVAA) relay to
forward data signals to the legitimate vessel by CB, and the
other UAV cluster forms an MUVAA jammer to send jamming
signals to the eavesdropper via CB. The CB-based system
can be applied to realistic scenarios. For example, vessels
are difficult to approach in a disaster situation at sea as the
existence of obstacles and limitation of routes [18]. In this
case, the VAA can use CB to send real-time data signals to
the rescue vessel, and another distant VAA can protect against
eavesdropping by sending jamming signals through the CB.

Note that the jamming signals may also be sent to the
area of legitimate users, reducing the communication quality
of data signals. Thus, we need to precisely design the VAA
to reduce the undesirable impact of jamming signals. Since
the performance of the VAA is determined by the 3D po-
sitions and excitation current weights of UAVs, making CB
implementation complex in such systems. Hence, we require
jointly control the positions and excitation current weights of
UAVs in the MUVAA relay and MUVAA jammer to optimize
the performance of maritime communications. However, this
process involves a large number of variables. Moreover, the
process of position adjustment also incurs energy consump-
tion, which means that maritime communication efficiency and
UAV energy usage are conflicted. Consequently, achieving the
trade-off between the transmission efficiency of VAA and the
total flight energy consumption of UAVs is a challenge. In this
case, swarm intelligence algorithms have recently advanced,
improving their global search capabilities and convergence
rates [19]. In the multi-objective optimization problem (MOP),
these algorithms excel by efficiently exploring solution spaces
to identify Pareto optimal sets and balancing conflicting multi-
ple objectives. Their parallel search and diversity maintenance
make them effective for non-linear MOP [20].

As far as we know, this is the first work to consider the
dual UAV cluster-assisted maritime secure communications via
CB, analyze conflicts between multiple objectives, and present
a novel swarm intelligence algorithm to resolve them. The
primary contributions of this paper are summarized as follows.

o CB-based Dual UAV Cluster-Assisted Maritime Secure

Communication System: We propose using one UAV
cluster to form an MUVAA relay, which can forward data
signals to the remote legitimate vessel directly via CB.
Then, the other UAV cluster forms an MUVAA jammer
which can send jamming signals directly to the remote
illegitimate user by CB to protect against eavesdropping.
The system can facilitate maritime wireless communi-

cations and ensure security while reducing the flight
distance of the UAVs, thus improving energy efficiency.

o Multi-objective Optimization Problem Formulation:
Considering that the implementation of maritime se-
cure communications and the energy consumption of a
UAV are in conflict with each other, we adopt a multi-
objective optimization scheme to trade off the optimiza-
tion objectives. Thus, we formulate a secure and energy-
efficient maritime communication multi-objective opti-
mization problem (SEMCMOP) to enhance transmission
efficiency, security, and minimize energy consumption.
The SEMCMOP is an NP-hard and large-scale optimiza-
tion problem, making it more complex to solve.

o Improved Swarm Intelligence Optimization Algorithm:
We utilize swarm intelligence optimization algorithms for
dealing with the complex SEMCMOP. Specifically, we
propose an improved multi-objective mayfly algorithm
(IMOMA) with chaotic solution initialization and hybrid
solution update strategies to optimize the UAVs. The
IMOMA can enhance the diversity of initial solutions and
update the solutions in different dimensions in a targeted
manner.

o Simulations and Findings: The simulation results
demonstrate that the CB-based method can achieve more
efficient and secure long-distance signal transmission
compared to non-CB, single CB and multi-hop ap-
proaches. Moreover, comparison results show that the
proposed IMOMA outperforms other contrasting swarm
intelligence algorithms. In addition, IMOMA is partic-
ularly significant in protecting against eavesdropping,
improving the security-related objective by up to 43.20%,
making it highly suitable for secure maritime communi-
cations.

The rest of this work is organized as follows: Section II
reviews the related work. Section III gives the models and pre-
liminaries. Section IV formulates the SEMCMOP. Section V
presents the algorithm. Section VI illustrates the simulation
results. Section VII supplements the relevant discussion and
Section VIII summarizes the paper.

II. RELATED WORK

In this section, we review the works associated with relay-
assisted maritime wireless communications, maritime commu-
nication security strategies, and multi-objective optimization
problems. Moreover, we summarize the differences between
existing works and current work in Table I.

A. Relay-assisted Maritime Communications

Maritime communications are vital for vessel navigation
and emergency response. Due to the difficulty of deploying
equipment, relying on auxiliary tools to enhance network
performance is necessary [21]. For example, Hu et al. [22]
proposed a theoretical framework for a low Earth orbit (LEO)
satellite-aided shore-to-ship communication network to obtain
the end-to-end transmission performance by considering signal
transmissions through either a marine link or a space link. Wu
et al. [23] introduced an intelligent spectrum-sharing strategy
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TABLE I
COMPARISON BETWEEN RELATED WORKS AND THIS WORK

Considered scenarios Security Optimization objectives Optimization methods
Reference | Maritime scenario UAV-assisted PLS UAV—asﬁsted Sigr‘lal‘ Security Energy. Swarm inFelligence
relay jamming transmission consumption algorithm
[21] v X X X X X X X
[22] v X X X X X X X
[23] v X X X X X X X
[24] v X X X X X X X
[25] v X X X X X X X
[26] v v X X X X X X
[6] v v X X X X v X
[27] v X X X X v X X
[28] v X X X X v X X
[29] X X X v X v X X
[30] v X X v X X X X
[31] X v v v v v X X
[32] v X v v X v X X
[33] v X v v X v X X
[34] v v X X X X X X
[35] v X v v X v X v
[36] X v X X X X X v
This work v v v v v v v v

for satellite maritime networks, enabling satellites to evaluate
channel allocation actions to optimize throughput and spec-
trum efficiency. However, satellite-assisted maritime commu-
nications face latency problems over long distances. Moreover,
Wang et al. [24] utilized an unmanned surface vessel (USV)
to assist maritime wireless communications and demonstrated
the benefits of USV-assisted mobile relaying. Zeng et al. [25]
considered a USV-enabled maritime wireless network, where
a USV is employed to assist the communications between
the terrestrial base station and ships. However, the off-shore
propagation conditions are influenced by sea surface reflection
and scattering, which lead to multipath effects and deteriorate
the quality of the received signals [37] [38]. Moreover, the
slow mobility of USVs limits their communication coverage
and flexibility, and waves can pose safety risks to their
operation.

In recent years, a UAV has been used as an effective and
convenient tool to assist maritime communications due to its
flexibility and ease of deployment. For example, Liu et al. [39]
established a two-layer UAV-enabled maritime communication
network, which is employed to solve the latency minimiza-
tion problem for computation and communication. Qian et
al. [6] considered a UAV-assisted maritime Internet of Things
(M-IoT) network to improve the workload computation and
energy efficiency of offloading transmission. However, UAVs
operating at higher altitudes may encounter signal attenuation
over long distances, thereby adversely impacting the overall
communication performance. In this case, CB can adjust the
amplitude and phase of signals through the cooperation of
multiple transmitting antennas so that the signals can be
superimposed at the receiving end, thus improving signal
strength and coverage [40]. Therefore, based on CB, multiple
UAVs form a VAA to enhance the synthetic gain of the signal

to achieve long-distance maritime communications.

B. Maritime Communication Security Strategies

Due to the open nature of the maritime channels, security is-
sues need to be taken into account during communications. For
instance, Aman et al. [27] systematically discussed the security
needs and solutions of air—water wireless communication net-
works. Vangala et al. [28] proposed a new lightweight authen-
tication protocol by utilizing drone technology in conjunction
with the 5G mobile network communications, withstanding
various security attacks and maintaining low communication
and computation costs. Ren et al. [29] presented a novel phys-
ically unclonable function-based access authentication scheme
to achieve mutual authentication and privacy protection in the
UAV-aided satellite-terrestrial integration networks. However,
the energy of the encryption and decryption methods in the
abovementioned works depends on the amount of transmitted
data. When the data is larger, computational energy is more
immense, making the methods unsuitable for an energy-limited
maritime environment. In addition, complex key distribution
and management mechanisms increase the complexity of com-
munications.

Since the PLS can dynamically adjust the security mecha-
nism based on the channel states, and the dynamic deployment
characteristics of UAVs, there have been many studies that
considered UAVs for PLS maritime communications. For
instance, Wang et al. [31] investigated a dual-UAV-enabled
secure communication system, in which a UAV sends confi-
dential messages to a mobile user while another cooperative
UAV sends artificial noise signals to confuse malicious eaves-
droppers, improving a worst-case secrecy rate. Lu et al. [32]
proposed an efficient secure communication scheme for UAV-
relay-assisted maritime mobile edge computing (MEC) with
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a flying eavesdropper, to maximize the secure computing
capacity of maritime devices. Liu er al. [26] proposed a
reinforcement learning-based UAV relay policy for maritime
communications to resist jamming attacks and decrease the
bit-error-rate of the maritime signals. Note that the implemen-
tations of the abovementioned works require optimizing the
3D trajectories or power allocation of UAVs. However, the
power allocation approach can decrease the communication
rates of the target receivers. In addition, the UAVs need to fly
from original locations to target locations to improve commu-
nication performance, which inevitably increases their flight
energy consumption and reduces the corresponding lifetime.
Therefore, UAVs can form VAA to send jamming signals to the
remote illegitimate eavesdropper via CB, which allows UAVs
to achieve secure maritime communications without long-
distance flight. Note that CB has limitations, such as increased
communication overhead for data sharing and limited support
for multiple users. However, it remains a promising solution
for enhancing secure maritime communications, offering sig-
nificant benefits in signal quality and energy efficiency.

C. Multi-objective Optimizations

The previous approach, which combines multiple objectives
into a single one [26] [41], can be effective while it lacks
flexibility, making it difficult to quickly evaluate and select
the most appropriate trade-offs. In this case, multi-objective
optimization methods can be used to address various trade-
offs in different scenarios, enabling optimal decision-making.
Consequently, the following are multi-objective optimization
methods for handling MOP. First, the weighted sum method
transforms multiple objectives into a single objective by
weighted summing, where different objectives are assigned
different weights, and the total value of the objective function
is the weighted sum [42] [43]. However, the method requires
predefined weight coefficients and may reduce the solution
space. Moreover, when the Pareto front (PF) is non-convex, the
weighted sum method may not get the complete set of Pareto
optimal solutions. Second, deep reinforcement learning (DRL)
is increasingly used to solve MOP by learning policies, which
integrates PF approximation to balance multiple conflicting
objectives. For instance, Yang er al. [33] explored a UAV-
assisted maritime communication scheme using reconfigurable
intelligent surfaces to enhance energy efficiency while de-
fending against jamming attacks, ensuring quality of service.
Luo et al. [34] developed a DRL-optimized method that
allows UAVs to predict buoy positions and optimize move-
ment control to enhance beam pointing and maintain stable
line-of-sight (LoS) communication for efficient maritime data
transmission. However, DRL is more suitable for continuous
time-slot problems in real-time decision-making scenarios.
When applied to the transient MOP in this paper, it may
incur additional computational overhead in the training phase,
wasting valuable maritime resources. In addition, DRL can
further address the challenge of vessels in continuous motion,
requiring UAVs to dynamically adjust their positions to main-
tain communications, which will be explored in subsequent
work.

Furthermore, multi-objective swarm intelligence optimiza-
tion algorithms introduce Pareto dominant to find a set of
candidate solutions for MOP. For example, Hashim et al. [35]
proposed the multi-objective particle swarm optimization to
trade off two objectives and defined a set of non-dominated
solutions on the Pareto front that gave the optimal compromise
solutions. Qiu et al. [36] adapted a multi-objective pigeon-
inspired optimization algorithm to coordinate UAVs, ensuring
stable flight formations in complex environments. However,
our problem contains a large number of variables with different
boundary values, which is challenging for classical swarm
intelligence algorithms. Therefore, we intend to propose a
novel swarm intelligence algorithm to handle multiple decision
variables in the considered scenario.

Different from previous works, this paper utilizes UAVs
to achieve remote maritime communications based on CB
while noting the security issues of the process. Moreover,
a corresponding improved algorithm is proposed for solving
the MOP in this scenario.In summary, our approach uniquely
extends transmission range, enhances security, and energy
efficiency, making a significant contribution to secure maritime
communications.

III. MODELS AND PRELIMINARIES

In this section, we present the CB-based dual UAV cluster-
assisted maritime secure communication system. Then, we
give the communication models and energy consumption
model of the UAV.

A. System Overview

Fig. 1 shows the CB-based dual UAV cluster-assisted mar-
itime secure communication system model, which includes a
land base station (LBS), a legitimate vessel denoted as Bob,
an illegitimate vessel denoted as Willie, and two UAV clusters.
Due to infrastructure limitations in the maritime environment
and the large vessel Bob cannot move close to the coast, it
is challenging for the LBS to communicate with the remote
Bob directly. Therefore, a set of rotary-wing UAVs denoted as
Ur = {1,2,..., Nygr} are dispatched as a cluster to receive
and forward data signals by the data link, whereas Willie
aims to eavesdrop on the link. To restraint Willie, the other
set of UAVs marked as Uy = {1,2,..., Ny s} sends jamming
signals to Willie. In this work, the specific shipping-lanes
can be obtained to determine the directions and locations of
vessels in advance. Moreover, the UAV is assumed to be fitted
with a single omnidirectional antenna and global positioning
system (GPS), and the information of illegitimate vessels can
be detected by optical cameras or synthetic aperture radar
installed on the UAV.

The process begins with LBS sending data signals to the
dispatched U/ UAVs by the ground-to-air (G2A) data link.
Next, the UAV cluster forms the MUVAA relay and forwards
data signals to Bob by the air-to-sea (A2S) data link. Then, U/
UAVs can depart from their original hovering positions, and
form an MUVAA jammer to send jamming signals to Willie
by the A2S jamming link. We consider that the UAVs in the
same virtual antenna array are synchronized in terms of the
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Fig. 1. A CB-based dual UAV cluster-assisted maritime secure communication
system.

carrier frequency, initial phase, and time [44], and these UAVs
can achieve data sharing by using the method in [45]. Note
that we analyze the operations of UAVs in a specific scenario.
Specifically, Bob and Willie are located at fixed positions when
the UAVs send signals to them. This allows us to derive a
clear understanding of the performance of the system under
specific conditions and lays the foundation for future studies
of dynamic factors.

In this process, the LBS as the central node of data signals
can efficiently get the channel state information (CSI) of
objects through centralized control, feedback mechanisms, and
channel estimation techniques [46]. Moreover, we consider
that the UAVs obtain the quantified version of the CSI through
the approaches in [47]. The balance between the CSI code
rates and the quantization errors needs to be optimized, as
the lower code rate can reduce the description of the CSI
accuracy and increase the errors. To demonstrate the general
applicability of this work, we employ the 3D Cartesian coor-
dinate system, in which the positions of Bob, Willie, LBS,
the mth UAV in the MUVAA relay, and nth UAV in the
MUVAA jammer are denoted as (x5, yB, 2By, @W, yW,
W), (@t Yt 2R, @ ylr, 2Un), and @Y7,y 2U9),
respectively. Subsequently, we give the key model associated
with communications.

B. Communication Models

In our considered system, there are three types of commu-
nication links: (1) the G2A data link to send data signals from
the LBS to MUVAA relay, (2) the A2S data link to forward
data signals between the MUVAA relay and Bob, which might
be eavesdropped by Willie, (3) the A2S jamming link from
the MUVAA jammer that is used to send jamming signals to
Willie and might interfere with Bob. Next, we elaborate on
the three links.

1) G2A Data Link from the LBS to MUVAA Relay: In the
considered system, a CB-based UAV relay can forward data
signals from an LBS to Bob, and the specific process is as
follows. First, the LBS utilizes CB to send data signals to
UAV in Up, which immediately caches or forwards the signals
based on channel conditions or node ranges. Specifically, the
LBS is usually configured with a large number of antennas
and can perform channel estimation through massive multiple-
input multiple-output (MIMO) [48]. In addition, the LBS has

powerful computation and processing capabilities to obtain
accurate CSI of the UAVs. Therefore, the LBS can calculate
the weights of beam patterns based on CSI to focus on the
UAV direction, thus efficiently sending signals over longer
distances. Then, the UAV broadcasts the received data signals
to all UAVs in Ug. Due to the high altitude of the UAVs, the
airborne transmission follows the LoS channel conditions [40].
Finally, the UAVs form the MUVAA relay based on the
assigned weights for coordinated transmission.

We can accomplish the abovementioned process by satisfy-
ing the information dissemination constraint in the following
ways. First, the airborne signal sharing process among UAVs
in the MUVAA relay usually has a small transmission distance
and good channel conditions, which achieve high broadcast
rates of airborne UAVs. Moreover, the signal sharing process
can be implemented by using many low-cost and efficient
methods [45]. Therefore, the transmission rates of the CB-
based relay system are not constrained by the airborne signal
sharing phase. Second, our proposed signal relaying method
can be offline, i.e., the data has been uploaded to the UAV.
At this point, the transmission rates from the LBS to the UAV
in the MUVAA relay can be reasonably omitted. Moreover,
the LBS can dynamically adjust the uplink transmission rates
depending on the signal relay rates of the UAV. Therefore,
the information transfer performed in the G2A data link is
reliable. Finally, the UAVs usually have a storage device with
some caching capability. Therefore, when the signal rates of
the G2A data link are higher than that of the A2S data link,
the UAVs can first cache some of the data and then send
it to the legitimate vessel in unison [7]. In summary, in our
considered system, the LBS can conduct spectrum and power
allocation, and it has adequate transmission power [49], which
means that the LBS can automatically adapt the G2A data link
transmission rates by the A2S data link.

2) A2S Data Link from MUVAA Relay to Bob: Mathemat-
ically, we use the array factor to measure the strength of the
data signals in different directions for MUVAA relay [50],
which is represented as follows:

AF,.(0,¢) =
N,
— IUT‘ ke (zgf sin 0 cos ¢+ygf sin 6 sin ¢+zgf cos 0)] (D
E m € )

m=1

where IU" denotes the excitation current weight of the mth
UAV in the MUVAA relay, 6 € [0, 7] and ¢ € [—m, 7] denote
the elevation and azimuth angles under the A2S data link,
respectively. In addition, ¢ is imaginary units, k. = 27/ and
A denotes the wavelength.

Then, the antenna gain from the UAVs in the MUVAA relay
to the vessel is denoted by

2 2
GU(PT) = Zt‘—71'|141'7r(01)7(,751;)| (A)(H,U,gf)'v) -
o Jo 1AE.(0,9)]2w(8, ¢)? sin dfd¢

where P, = {X,.,Y,,Z,} denotes the set of UAV positions in
the MUVAA relay, which is one of the decision variables of
the system. The definitions of this variable and other relevant
variables in this paper are detailed in Table II. Moreover,
(0y, d,) and w(f,¢) denote the direction towards a vessel

2
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(either Bob or Willie) and magnitude of the far-field beam
pattern of a UAV under the A2S data link, respectively, and
1 € [0, 1] denotes the antenna array efficiency [7].

Then, during the A2S transmission, the antenna heights of
UAVs are significantly greater than those of vessels. Thus, the
path loss from MUVAA relay to the vessel can be expressed
as follows [51]:

B Au d
PL(P,.)[dB] = [T ane—ar@—an) + 20logiy +Ch 3
47 f./300
+2010g§0 fel ),
where d = \/(xr —24)% + (Yr — y0)?2 + (2r — 2)2, and

0 = (180/7)arcsin(z,/d), wherein z, = E(X,),y, =
E(Y,),z = E(Z.). E(-) is a mean operator that is used
to calculate the average value of each row of a matrix, and
(Zy,Yu,2y) is the 3D location at a vessel (either Bob or
Willie). Moreover, f. is the carrier frequency in MHz, and Ay,
C,, ag and «y are environment-related constant parameters in
dB.

3) A2S Jamming Link from MUVAA Jammer to Willie:
Similarly, the array factor is used to evaluate the strength of
jamming signals of the MUVAA jammer, which is given by

AF;(0 .6 ) =

X Uj t[ke(xV7 sin 0 cos ¢7/+ij sin 6’ sin ¢/+zUj cos 0/)]
Z 1Y ke (@ n n ’

“)
n=1

where IU7 denotes the excitation current weight of the nth
UAV in the MUVAA jammer, and ' € [0, 7] and ¢ € [—7, 7]
denote the elevation and azimuth angles under the jamming
link, respectively.

Correspondingly, the antenna gain from the UAVs in the
MUVAA jammer to the vessel is as follows:

G’ (P) _ 47T‘AF](9;’¢;)|2M(6;7¢;))2

T AT ARE P o simd g

where P; = {X;,Y;,Z;} denotes the set of UAV positions in
the MUVAA jammer, which is shown in Table II. Moreover,
(6., .,) is the direction to a vessel (either Bob or Willie) under
the jamming link, and w(@', ¢ ) denotes the magnitude of the
far-field beam pattern of a UAV under the jamming link.

Then, from the MUVAA jammer, the transmission path loss
towards the vessel is calculated by

NLos —TNINLOS
1+ age—(0'—aq)

+20(logo™/*" +logfy),

PL'(P;)[dB] = +nNLOS

(6)

where d = \/(x; — 24)2 + (Y — y0)2 + (2 — 2,)2 is the
distance between the center of MUVAA jammer and the vessel
(either Bob or Willie), wherein z; = E(X;), y,;, = E(Y;),2; =
E(Z;). Moreover, § = (180/7)arcsin(z;/d ), nros and
nnros are the corresponding parameters shown in Table IV.

Signal-to-interference-plus-noise ratio (SINR) is a key met-
ric to measure signal quality in wireless communications.
Specifically, SINR reflects the channel condition by the ratio of
the useful signal strength to the sum of interference and noise.

Therefore, based on the A2S data link and A2S jamming link,
the obtainable SINR of Bob is expressed as:

PyrNyrGBPLp

’ ’ ) 7
PU']]\]'UJCTYB.PLB"r‘O'2 ( )

YBob =

where Py and Py are the transmission powers of UAV
in the MUVAA relay and MUVAA jammer, Nygr and Ny sy
are the numbers of UAVs in the MUVAA relay and MUVAA
jammer, respectively. Moreover, G and G;B can be obtained
by replacing Egs. (2) and (5) with (0,,¢,) = (05,0B),
(6.,0,) = (83, 6p), PLp and PL are required according
to the (3) and (6) with d = dp and d = dlB, respectively. In
addition, o2 is the additive white Gaussian noise.

Correspondingly, we set (0,,¢,) = (Ow,odw), d = dw,
(9;7¢;) = (9;,V7¢/W), and d = d/W to replace Egs. (2), (3),
(5) and (6), the obtainable SINR of Willie can be expressed
as:

PyrNyrGw PLw

7 7 . 8
PUJNUJGWPLW+0'2 ( )

YWillie =

As aforementioned, the positions of the vessels are not
adjustable, and the 3D positions and excitation current weights
of UAVs are the key decision variables to affect maritime com-
munications effectiveness. Moreover, the process of regulating
the 3D positions of the UAVs consumes their energy. Next, we
introduce the moving energy consumption model for the UAV.

C. Energy Consumption Model of the UAV

In general, the communication and propulsion energy con-
sumption compose the total flight energy consumption of
UAVs. However, the value of communication energy consump-
tion is minimal, and it is often neglected in the calculation [52].
Thus, when a rotary-wing UAV flies horizontally in 2D, the
propulsion power consumption can be calculated by

v v 1 302
Pw)=P;( 1+ 42— — Y 3 4 pa(1+ 2%
=PI 1t g ) Pl )

1
+ idfsrpaarv?)a

where v is the velocity of the UAV, and P; and Pp represent
the induced power and blade profile power in the hovering
conditions, respectively. v,, is the mean rotor induced velocity
in hovering, v, is the tip speed of the rotor blade, and dy, s,,
pao and a, represent the fuselage drag ratio, rotor solidity, air
density, and rotor disc area, respectively.

Note that the additional energy consumption of UAVs
from acceleration and deceleration during horizontal flight is
negligible, as it takes up only a small fraction of the entire
running time of UAVs. Therefore, based on the propulsion
energy consumption, movement and gravity energy consump-
tion in the case of ascent and descent with time, the energy
consumption of 3D trajectory of UAV using the heuristic
closed-form approximation is expressed by [53]

E(T) %/O P (v (t))dt + %mU (v (T)? —0(0)2) 10)
+mug (h(T) — h(0)),
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TABLE II
THE DEFINITION OF THE VARIABLES

Variab‘le Variable elements Variable Declarations
expression
(Pr =X, Y, Zr} P, represents the relay set including positions of all UAVs in the MUVAA relay,
P, o X, and Y, are the horizontal positions of UAVs, Z, is the vertical positions of UAVs,
(P = (el yp 250 )lm € Ur} Ur I, .
Py, represents the position of the mth UAV in the MUVAA relay.
(P; = X] 7 Y], Z;}, IP; denotes the set of positions of all UAVs in the MUVAA jammer,
P; {'PU] _ xn yn Z" )|7L c Z/{J} X; and YjUgre the horizontal positions of UAVs, Z; is the vertical positions of UAVs,
’ ’ P’ represents the position of the nth UAV in the MUVAA jammer.
I {Igf\m c UR} I, is the set of excitation current weights of all UAVs in the MUVAA relay,
IUT is the excitation current weight of the mth in the MUVAA relay.
I, {15{3' In Z/[J} I; is Lt,h.e set of excitation current weights of all UAVs in the MUVAA jammer,
I,” is the excitation current weight of the nth in the MUVAA jammer.

where v(t) is the instantaneous velocity of the UAV at time
t, and T is the time duration of the UAV flight. Moreover,
my and g are the aircraft mass of a UAV and gravitational
acceleration, respectively.

According to the energy consumption model, we can sum-
marize that the energy consumption of the UAVs is primarily
related to their positions. Therefore, the positions of UAVs
in the MUVAA relay and MUVAA jammer have a critical
influence on communication effectiveness.

IV. PROBLEM FORMULATION AND ANALYSIS

In this section, we specify the problem of the considered
system. Then, we propose the optimization objectives and
formulate the SEMCMOP. Next, the problem is analyzed.

A. Problem Statement

The main objective of this paper is to achieve remote mar-
itime communications and ensure security while saving energy
consumption of the UAV. On the one hand, since the LBS
is far from Bob, making direct communication challenging,
we utilize CB for the remote transmission. Specifically, in a
maritime square monitoring area denoted as Ay, Nyr UAVs
form the MUVAA relay and forward data signals to Bob
directly. As the vessel moves along its fixed trajectory, the
transmission performance of the data signals mainly depends
on the beam pattern of the MUVAA relay. To improve the
transmission efficiency, the beam patterns can be optimized
to point towards Bob to obtain more directional signals.
On the other hand, to enhance the communication security,
Ny g UAVs forming MUVAA jammer interfere with Willie
receiving signals, which may have an impact on Bob. In this
case, we optimize the beam patterns of the MUVAA jammer
to emit stronger jamming signals toward Willie. As mentioned
above, the 3D positions and excitation current weights of
UAVs in the VAA jointly determine the beam patterns.

According to the abovementioned description, the relevant
decision variables to be jointly optimized are as follows: (i)
P, denotes the 3D position set of UAVs in the MUVAA relay.
(ii) P; denotes the 3D position set of UAVs in the MUVAA
jammer. (iii) I, is the excitation current weights set of UAVs in

the MUVAA relay. (iv) I; is the excitation current weights set
of UAVs in the MUVAA jammer. Note that the optimization
variables are specified in the Table II.

B. Problem Formulation

In the CB-based dual UAV cluster-assisted maritime secure
communication system, we simultaneously reflect on the op-
timization objectives as follows.

Optimization Objective 1: To enhance the reliability of
legitimate maritime communications, our first optimization ob-
jective is to maximize the obtainable SINR value of Bob, and
it can be achieved by jointly optimizing the 3D positions and
excitation current weights of the UAVs in the MUVAA relay
and MUVAA jammer. Thus, the first optimization objective
can be given as follows:

fi(Pr, L, P;, 1) = vBob- (11)

Optimization Objective 2: To maintain the security of
legitimate maritime communications, and reduce the risk of
eavesdropping on data signals, the second optimization objec-
tive is to minimize the available SINR of Willie, which can
be expressed as follows:

fo(Pr, I, Py 1) = Ywitie- (12)

Optimization Objective 3: In our designed system, both the
MUVAA relay and MUVAA jammer need to move continu-
ously in order to achieve the aforementioned two optimization
objectives. Therefore, the third optimization objective is to
minimize the total flight energy consumption of UAVs, which
is expressed as follows:

Ny, Ny ;

ZEMZ%

where F,, and FE, represent the flight energy consumption of
the mth UAV in the MUVAA relay and the nth UAV in the
MUVAA jammer, respectively.

Note that the three optimization objectives depend on the
same decision variables, which means that optimizing one
objective can affect others. Moreover, in the process of using

f3(Pr, Pj) 13)
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UAVs to implement maritime secure communications, the
UAVs in the MUVAA relay and MUVAA jammer need to
adjust their positions to optimize data transmission rates and
regulate the effect of jamming signals. However, the process of
constant movements of the UAVs also causes additional energy
consumption, which conflicts with our objective of minimizing
the total flight energy consumption of UAVs. In addition,
according to Eq. (9), higher UAV speeds increase energy
consumption, while slower speeds result in longer hovering
durations and increased energy consumption. Therefore, the
considered optimization objectives are in conflict with each
other and need to be balanced. As such, multi-objective
optimization allows for specific trade-offs based on different
scenarios, providing flexibility in decision-making.

According to the aforementioned three optimization objec-
tives, the SEMCMOP can be formulated as follows:

{Pr,ﬁl}l’%ﬂj} F={-f1f2, f3}, (14a)
s.t. 0< IU" < 1,Vm € U, (14b)
0<1Y <1,¥nely, (14c)

PUT € Ay, ¥m € Ug, (14d)

PYI € Ay, ¥n €Uy, (14e)

DRy, imy > Dinin, Yma,my € Up, (146

DJpy iy 2 Dpin, Yn1,n2 € Uy, (14g)

where IU", IU9, PUT and PY7 are the variables associated
with UAVs in the relay and jamming sets, respectively, which
are displayed in Table II. Moreover, A, and Ag; are the 3D
coordinates of flight range areas of UAVs in the relay set
and jammer set, respectively. In addition, DR,,, ., denotes
the distance between the mith UAV and moth UAV in the
relay set, DJ,, n, denotes the distance between the n;th UAV
and nath UAV in the jammer set, and D,,;, is the minimum
distance between two neighboring UAVs to avoid collision.

C. Problem Analysis
Next, we analyze the formulated SEMCMOP.

o The formulated SEMCMOP is NP-hard: The f3 is shown
in Eq. (13), the minimization of f3 is a continuous
optimization problem. For facilitating the analysis, we
transform the continuous problem into a discrete problem,
such as the solutions of the x-coordinate of UAVs in the
MUVAA relay (XU") are chosen from a set with finite
factors. Next, we will verify that the transformed problem
is a combinatorial optimization problem.

The goal of a combinatorial optimization problem is to
identify the optimal subset from a finite universal set that
meets specific criteria to achieve the best solutions, and
it can be described using three parameters (F, G, and
D). During the minimization of f3, where F' is the cost
function (Eq. (13)), G represents the feasible solution
region and is a set of constraint functions (Eqgs. (14d)-
(14g)), D is the domain of solutions.

The transformed version of f3 can be regarded as a com-
binatorial optimization problem which is NP-hard [54].
Therefore, the transformed f3 is NP-hard, and the initial

f3 is NP-hard. In addition, the optimization problems
related to SINR model (f; and f5) are usually NP-
hard [55]. Due to fi, fo, and f3 are NP-hard, the
originally formulated SEMCMOP is NP-hard. In this
case, our current task is to develop an effective algorithm
to solve this problem.

e The SEMCMOP is a large-scale optimization problem:
The solution space of the formulated SEMCMOP consists
of the 3D positions and excitation current weights of
UAVs in the MUVAA relay (X, Y, Z,,I,.) and MUVAA
jammer (X, Y,., Z,, [,.). Thus, the solution dimensions to
be processed are (4 X Nygr + 4 X Ny ). As the number
of UAVs increases, the solution space of the SEMCMOP
expands accordingly. Therefore, the formulated SEMC-
MOP is a large-scale optimization problem.

Since the formulated SEMCMOP is NP-hard and its com-
plexity increases significantly as the network size increases,
it is difficult to find a deterministic algorithm to solve it
efficiently. Moreover, due to the SEMCMOP involving a large
number of decision variables, and complex constraints and
trade-offs among the objectives, weighted sum methods have
challenges in facing objective weight setting. In addition, DRL
may face convergence difficulties and resource-wasting issues,
and it is better suited to address the challenges posed by the
dynamic movement of vessels in real-world scenarios [56]. In
contrast, the multi-objective swarm intelligence optimization
algorithms can utilize Pareto dominance to find a set of near-
optimal solutions in a short period and choose a suitable final
solution from the set according to the requirements of the sce-
nario. Therefore, considering the complexity of SEMCMOP
and the limitations of UAV hardware conditions, we propose a
novel swarm intelligence optimization algorithm to control the
decision variables of SEMCMOP. Additionally, the proposed
algorithm runs on Raspberry Pi, which is located on the UAV
as an edge computing node, processes the data locally, and
uploads the crucial results. It improves the efficiency of data
processing and eases the burden on the UAV, thus optimizing
the overall resources.

V. THE PROPOSED ALGORITHM

In this section, we first introduce the outline of the conven-
tional multi-objective mayfly algorithm (MOMA). Then, the
IMOMA is proposed to handle the formulated SEMCMOP.

A. Outline the Conventional MOMA

First, we describe the advantages of MOMA in dealing with
formulated SEMCMOP. Then, we give the overall process of
MOMA.

1) Advantages of MOMA: Swarm intelligence optimization
algorithms have advantages such as parallel search capability
and flexible adjustment of solutions, which makes them show
efficient performance in dealing with complex MOP [57]. The
MOMA is a newly proposed swarm intelligence optimization
algorithm and it can find the optimal solutions by simulating
the evolution of mayflies and has been applied in practical
engineering problems [58]. In detail, MOMA has the follow-
ing advantages. First, male mayflies initially congregate and
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Fig. 2. Evolutionary outline based on the MOMA.

perform synchronized flights over water to attract females. In
response, female mayflies approach the swarm for mating.
This process is more effective in balancing exploration and
exploitation [59]. Then, after mating, the female mayflies
produce offspring, of which only the healthier ones can survive
after hatching. If the offspring demonstrates superior fitness, it
will displace the weaker parent in the population. This process
maintains population diversity and avoids over convergence
of the population to the local optimum. More importantly,
MOMA is relatively simple and has low computational com-
plexity, and its core mechanisms (mating, displacement) can
be executed with smaller computational resources, which is
advantageous for large-scale optimization problems [60].
Therefore, the above features of MOMA make it an ideal
choice for handling with the formulated SEMCMOP.

2) MOMA Process: The cycling mechanism of MOMA
makes it pass on stronger traits to offspring and improve
the overall fitness of the population [60]. In this case, the
movement of the mayfly can be defined by

Xt = Xttt (15)
where X! and X,f“ are the current ¢th position of mayfly
in the search space at time step ¢t and ¢ + 1, v!™' is the
velocity of mayfly for changing its position. Moreover, the
increasing velocity of male mayfly, female mayfly and off-
spring is computed differently, which depends on the current
different personal best position, global best position, attraction
constants, and other corresponding parameters.

The position of each mayfly (X;) in the search space denotes
a prospective solution to the optimization problem. Fig. 2
shows the outline of MOMA, and the details are described
as follows.

(1) Population Initialization: Generate the initial popula-
tion (Xp) of male and female mayflies at random containing

potential solutions to the optimization problem, where N is
the population size.

(2) Objective Calculation: Calculate the values of the opti-
mization objectives by using the candidate solutions according
to Egs. (11)-(13).

(3) Comparison and Evaluation: Compare solutions with
optimization objective values by Pareto sorting, and obtain
the non-dominated Pareto solutions. Then, store them to the
archive.

(4) Solution Update: Update the mayfly by Eq. (15)
according to the corresponding principle. The male and fe-
male mayflies move and mate, and the post-mating superior
offspring replaces the poor parent. In turn, the new population
replaces the current population.

(5) Termination or Loop: Determine if the termination
condition is reached. If it is reached, the solutions in the
archive are the final solutions; if not, return to (2) for a loop.

B. IMOMA

Since the formulated SEMCMOP has been proven to be an
NP-hard and large-scale optimization problem, with optimiza-
tion objectives need to be balanced, the conventional MOMA
may encounter the following challenges in dealing with the
problem.

e Poor Initial Solutions: The conventional MOMA gen-
erates random initial solutions, which can reduce the
diversity of solutions and blind the search directions. In
addition, due to the solution space of the SEMCMOP
shown in Eq. (14) is more extensive, poor-quality initial
solutions are more prone to falling into local optima [61].
Therefore, enhancing the quality of initial solutions is
critical.

o Non-uniform Search Space: The solutions can be contin-
uously updated by the conventional MOMA. However,
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the values of the optimization objectives are jointly
determined by two solution sets Xr and X j, which have
different sizes. Moreover, the upper and lower boundaries
of each set of solutions are different, which indicates
that different dimensions of the algorithm are assigned
distinct values. Note that the elements can impact optimal
performance, and search strategy may be biased towards
certain dimensions, resulting in other dimensions being
ignored, which in turn produces the non-uniform solution
space and affects overall optimization performance [62].
Therefore, different solution spaces (Xr and X j) and dif-
ferent dimensions of the solutions need to be cautiously
considered about developing corresponding update strate-
gies.

Therefore, we propose the IMOMA which is the improved
version of the conventional MOMA. The overall structure
of IMOMA is illustrated in Algorithm 1, and corresponding
improvement points are as follows.

1) Chaotic Solution Initialization: The chaotic search is a
random movement method, which transforms the parameters
from the solution space to the chaotic domain to achieve
an optimal distribution of initial solutions. The Tent map is
utilized to optimize the initial solutions and it is expressed

by [63]
zi/a,

S { (1—2)/(1-a),
where z; denotes the ith value of the Tent chaotic map, and

a € [0, 1] denotes the parameter of mapping. Thus, according
to the Tent map, the initial solution is calculated by

ngigaa

a<z <1, (16)

Xr; =1b, + 2z x (ub. — 1b,.), a7

X]z = lb] + z; X (ub] - lbj), (18)

where Xr; and X j; are the ¢th initial solutions of the relay
set and jammer set, which are combined to represent the ith
solution (X;) of the optimization objectives. In addition, ub,.
and [b, are the upper and lower bounds of the relay set,
respectively, and ub; and [b; are the upper and lower bounds
of the jammer set, respectively.

2) Hybrid Solution Update Strategies: In this work, in-
spired by the whale optimization algorithm (WOA), which
offers the benefits of simplicity in implementation and high
flexibility [64], we introduce a WOA-based solution update
strategy to update the positions of UAVs in the jammer set
(X 7). Then, the arithmetic optimization algorithm (AOA) has
the characteristics of fast running speed, low computational
complexity and fewer parameters [65], which makes it more
suitable for optimizing a larger number of UAVs in the relay
set. Therefore, we present an AOA-based solution update
strategy to update the positions of UAVs in the MUVAA
relay (X7). Note that the WOA-based solution update strategy
and AOA-based solution update strategy are integrated as the
hybrid solution update strategies, which can further balance the
exploration and exploitation abilities of the IMOMA. More-
over, for different boundary values in different dimensions,
we adopt corresponding update strategies and footsteps. The
decision variables in this paper can be updated as follows.

First, an antenna array can obtain higher gain and avoid
mutual coupling when the elements are at appropriate dis-
tances in terms of the theories of electromagnetism and CB.
Moreover, the UAVs in the MUVAA consume less energy
when they are closely distributed in the process of commu-
nication [7]. Therefore, a better enhancement to the algorithm
is to centralize the horizontal positions of UAVs. In this work,
we update the horizontal positions of UAVs in the MUVAA
jammer (X;, Y;) by using the proposed WOA-based solution
update strategy, where whales move either through a shrinking
encircling mechanism or a spiral path, with 50% probability
of choosing each [64]. The update process is expressed by

in(xj’YJ) —
in(vaYj) + C]’L _ l|27"2 . le — Xj,L.(le'Yj)L P < 057
XGE) s |Cgi - X8 H + ¢, p 205,
19)

where X ;"7 denotes the ith solution of the jammer set in

the horizontal direction, and C'j; = (E(X;), E(Y,)). Moreover,
l and H are the related parameters [64], and ry and p are
random numbers between 0 and 1. Likewise, inspired by AOA,
we utilize a stochastic scaling coefficient to explore diverse
regions of the search space and generate more diversification
results for the case of more elements. The horizontal positions
of UAVs in the MUVAA relay (X,, Y,) can be updated by
using the AOA-based solution update strategy, which is as
follows:

X,,,Z(Xer) —

Cri/ (M x ((ub, —Ib,) X pu+1b,)), 73 < 0.5,
Cri x M x ((ub, — 1b,) x p+1b.), 1r3>0.5,

(20)

where X TEX"’Y"') denotes the ¢th solution of the relay set in

the horizontal direction, and Cr; = (E(X,.), E(Y,)). Moreover,
M and M’ denote the coefficients of the AOA, u denotes the
control parameter to tune the search procedure, and r3 is the
random number between 0 and 1. In the AOA, the subtraction
and addition as exploitation operators explore the search area
deeply on several dense regions to find a better solution. The
updating process for the exploitation phase by the AOA-based
solution update strategy can be expressed as follows:

XrlEe¥n) =
Cri — M x ((ub, —1b,) X p+1b,), 14 <05, 2D
Cri+ M x ((ub. — b)) x p+1b.), rs>0.5,

where r4 is the random number between O and 1.

Second, as vertical flight costs more energy than horizontal
flight, the crucial elements in the third optimization objective
are the vertical positions of UAVs in the MUVAA relay (Z,)
and MUVAA jammer (Z;), which means that the vertical
positions of UAVs require being updated more cautiously.
Thus, an elite solution of the jammer set (j) is chosen from
the archive by the roulette wheel selection, and it indicates the
fittest UAV in the current optimization to guide the updates
of all UAVs. We select j(%3) to update the solutions of the z-



JOURNAL OF KX CLASS FILES, VOL. 14, NO. 8, AUGUST 2021

axis in the MUVAA jammer by using the WOA-based method,
which is as follows:

le(ZJ) —
XG4 55D —tlary - §®) = X p <05,
X5 i) — X H ) p =05,
(22)
where X jl-(Zj ) denotes the ith solution of the jammer set in

the vertical direction. Likewise, an elite solution of the relay
set (1) can be chosen from the archive, where r(Z) is used to
update the z-axis values in the MUVAA relay by the AOA-
based solution update method, which is as follows:

XTZ(Z"‘) =
@) J(M x ((uby — Iby) X g+ 1b,)), 75 < 0.5,
) M x ((ub, — Ib,) x p+1b,), 73> 0.5,
(23)
XTiZT) =
(24)

rZr) — M x ((ub, —1b,) x p+1b.), 74 <0.5,
rZr) £ M x ((ub, — Ib,) x g +1b,), 14> 0.5,

where X TZ(ZT) denotes the ¢th solution of the relay set in the
vertical direction after the update.

Finally, proper excitation current weights in the MUVAA
relay (I.) can efficiently adjust the beam pattern when the
UAVs in the MUVAA relay communicate with the legitimate
vessel. Moreover, proper excitation current weights in the
MUVAA jammer (I;) can assist UAVs in delivering stronger
jamming signals to the eavesdropper, thus enhancing commu-
nication rates and improving security performance. Therefore,
we choose the elite solution of the jammer set j&4:Yi:%) to
substitute the previous corresponding solutions X ji(Xj Yikg)
and use j) to iterate over X ji(Hj ). The ith solution in the
MUVAA jammer X jl.(ﬂj ) by using the WOA-based method

can be updated as follows:

XJZ(H]) _
X580 4 0 < ij2ry - j) — O, p<os 29)
XG0 4 i) = X + 5B, p> 05,
Moreover, the elite solution of the relay set r*Y%r) can be

employed to substitute the previous corresponding solutions
XrEXT’Y“ZT). The ith solution in the MUVAA relay XT‘Z(HT)
can be iterated with (") by using the AOA-based method as
follows:

xrl) =
r@) /(M x ((uby — Ib,) x p+1b,)), 13 <0.5. (26)
rIr) 5 M x ((uby — Ib,) x p+1b,), 73 >0.5.
xrt) =
r0) — M x ((uby — Iby) X p+1b), 4 <05 (27)
r) £ M x ((ub, — lb.) x p+1b.), r4>0.5.

Algorithm 1: IMOMA
Input: Population size /N, maximum iteration t,,,4,
archive set Ar; # Ar for storing the Pareto
solutions.
Set the corresponding parameters;

—

2 fori=11t N do

3 Initialize the ¢th solution of the relay set (Xr;) by
Eq. (17);

4 Initialize the ith solution of the jammer set (X j;)
by Eq. (18);

5 end

6 for t =1 to t,,q, do

7 Compute the optimization objective values and

update Ar based on non-dominated solutions;
8 for i =11t N do

9 Calculate the Xr; and X j; of the ¢th mayfly
relay set and jammer set (Note that Xr; and
Xj; are integrated as X;) by Eq. (15);

10 Compute ¢ by Eq. (28); # Threshold ¢ for
updating the relay and jamming sets.

11 Generate some random numbers (71, r3 and r4)
between 0 and 1;

12 Update the X j; by using Algorithm 2;

13 Update the Xr; by using Algorithm 3;

14 end

15 end

Output: Updated Ar.

Accordingly, the IMOMA is shown in Algorithm 1, in
which the marker ( is a threshold used for regulating and
it is calculated by [62]:

t tmax
C _ { O.t5 - t77 t < T.

— néaXS, otherwise. (28)

tmax

Algorithm 2: WOA-based solution update algorithm
of the jammer set

Input: Current jammer set X j;, current elite solution
of jammer set j; # Elite solution is the
current most appropriate solution.

1 Update the value of X ji(Zj ) by Eq. (22);
2 if t < tq./2 then

3 if 71 < ¢ then
4 ‘ Update the value of ij»(xj’Yj) by Eq. (19);
5 end
6 else
7 if ;1 < ¢ then
8 Substitute X7 %"9%) with the value of
'(Xi ’Yj \Lj ) .
] Y 77
9 Update the value of X jz-(Hj) by Eq. (25);
10 end
11 end

Output: Updated jammer set X ji(xj Yol

Moreover, the AOA-based solution update algorithm of
the relay set is shown in Algorithm 3. The math optimizer
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accelerated (MOA) function can be used to select the search
phase (i.e., exploration or exploitation), which is calculated
by [60]:

Max — Min

MOA(t) = Min+t x ( ), (29)

tmaw

where M OA(t) denotes the function value at the ¢th iteration.
Moreover, t is the current iteration, ranging from 1 to ,,,4,. In
addition, Min and M ax denote the minimum and maximum
values of the accelerated function, respectively.

Algorithm 3: AOA-based solution update algorithm of
the relay set

1 Compute the value of M OA by Eq. (29);

2 Input: Current relay set Xr;, current elite solution of
relay set r;

3 if r1 > MOA then

4 Exploration phase: Determine applying

(Zr)

i

multiplication or division operator, update Xr
by Eq. (23);

5 else

6 Exploitation phase: Determine applying addition or
subtraction operator, update X TEZT) by Eq. (24);
7 end

8 if t < tyq./2 then

9 if r; < ¢ then

10 if 11 > MOA then

1 Update Xr*"") by Eq. (20);
#Exploration phase.

12 else

13 Update Xr*¥) by Eq. 21);
#Exploration phase.

14 end

15 end

16 else

17 if r; < ¢ then

18 Substitute X 7Y %r) wyith p(Fr e,

19 if 11 > MOA then

20 Update X rl@") by Eq. (26); #Exploration
phase.

21 else

22 Update X rl@r) by Eq. (27); #Exploration
phase.

23 end

24 end

25 end

Output: Updated relay set X rgx"’Y“Z“HT);

C. Complexity of the IMOMA

The computational complexity of the proposed algorithm
mainly depends on the computations of the optimization objec-
tives and sorting the solutions in each optimization objective.
We denote the number of optimization objectives, population
size, and archive size as Ny, N, and N,, respectively. Specif-
ically, the optimization objective computation has O(Ngy; - N)

computational complexity. Moreover, for sorting the solutions
in each objective, the computational complexity of classifying
the IV, solutions in the Pareto archive is O(Nypj - N, -log Ny).
In this paper, we set N, to the same size as /N, then the
computational complexity for the non-dominated sorting is
O(Nopj - N?), and the overall complexity of the proposed
IMOMA is O(Nopj - N?).

VI. SIMULATION RESULTS AND ANALYSIS

In this section, the performance of the proposed improved
algorithm is evaluated by the simulations.

A. Simulation Setups

1) Parameter Settings: The simulation experiments are
conducted using Matlab 9.2. The 3D positions (in meters) of
Bob and Willie, which are set to (2400, 2300, 5) and (2000,
2000, 5), respectively, and the sea level is set as 5 m. The
distribution area of the UAV relay set (Ag,.) and UAV jammer
set (A;) are located within a 100 m x 100 m area to form the
MUVAA relay and MUVAA jammer. We randomly initialize
the hovering positions of the UAVs from their feasible flight
area since they may have been working on other tasks before.
Moreover, we consider a larger scale network including 16 and
8 UAVs in the relay set and jammer set, and a smaller scale
network with 8 and 4 UAVs in the relay set and jammer set. In
addition, the remaining key parameters used in the simulations
are shown in Table IV [51] [66].

2) Baselines: To demonstrate the effectiveness of the pro-
posed IMOMA, three comparison approaches and various
comparison algorithms are introduced as follows.

e Non-CB Approach: This approach does not use CB to
achieve signal transmission. Specifically, a UAV, denoted
as UAV-R, acts as a relay to forward data signals from
the LBS to Bob by the data link, the other UAV, denoted
as UAV-J, moves from its hovering position towards
Willie and sends jamming signals by the jamming link
at a suitable location. As such, the comparison approach
can highlight the effect of CB in long-distance signal
transmission.

e Single CB Approach: This approach only utilizes CB to
send data signals from the MUVAA relay to Bob, and
UAV-J sends jamming signals to Willie. In this case,
the comparison between this approach and the proposed
method can illustrate the effectiveness of CB in long-
distance data signal transmission and the necessity of
establishing an MUVAA jammer.

e Multi-hop Approach: The approach employs UAV multi-
hop to achieve data and jamming signal transmission,
which is used to extend communication range. As such,
the comparison between this approach and the proposed
method further highlights the effectiveness of CB in
long-distance transmission and its capability for efficient
energy savings.

o State-of-the-art Swarm Intelligence Algorithms: We se-
lect conventional MOMA, multi-objective dragonfly al-
gorithm (MODA) [67], multi-objective multi-verse op-
timization (MOMVO) [68] and multi-objective ant lion
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TABLE III
SUMMARY OF MAIN NOTATIONS

TABLE IV
MAIN PARAMETERS IN THE SIMULATION PROCESS

Notation Meaning Notation Meaning Default value
Notation in system model fe Carrier frequency 2.4 GHz
(% Elevation angle between the MUVAA relay and vessel P Transmission power of each UAV 01w
¢ Azimuth angle between the MUVAA relay and vessel UR in the MUVAA relay '
AF. (%) Array factor of the MUVAA relay P Transmission power of each UAV 01W
A Wavelength v7 in the MUVAA jammer '
Gu() Antenna gain of the MUVAA relay o? Power of additive white Gaussian noise -150 dBm
PL(-) Path loss from the MUVAA relay my Aircraft mass 2 kg
d Distance from the center of MUVAA relay to vessel NLOS Attenuation factor for LoS links 2.3 dB
’
9/ Elevation angle between the MUVAA jammer and vessel NNLOS Attenuation factor for NLoS links 34 dB
¢ Azimuth angle between the MUVAA jammer and vessel Qg Sigmoid function parameter 5.0188 dB
AZ’: 5() Array factor of the MUVAA jammer ayp Sigmoid function parameter 0.3511 dB
Gv/( ) Antenna gain of the MUVAA jammer Cu Constant parameter 1 dB
P L,( ) ) Path loss from the MUVAA J.ammer Cr Environment-related parameter 34 dB
d Distance from the c.enter of MU\'/AAf Jamme?‘ to vessel Lrmin Minimum horizontal scope of Ug 0m
Um Mean r(?tor induced velocity in hovering Lrman Maximum horizontal scope of Uz 100 m
;}t Tip slfeecl of t(}jle rotor. blade Ljzmin Minimum x-axis horizontal scope of I/ ; 4400 m
f uselage r’c?g'ratlo Ljzmar  Maximum x-axis horizontal scope of U s 4500 m
Sy Rotor solidity - . - -
. . Ljymin Minimum y-axis horizontal scope of Uy 4300 m
Pa Air density - - p -
i Ljymaz Maximum y-axis horizontal scope of Uy 4400 m
ar Rotor disc area . -
Notation in the IMOMA Hpin Mlm.mum vertlical scope of Upr and Uy 60 m
- - Hmazx Maximum vertical scope of Upr and U 120 m
N Population size —
Pr Transmission power of the UAV-R 0.1 W
uby Upper bound of relay set 2 T — he UAV] R
lb, Lower bound of relay set J ransmission power of the - :
ubj Upper bound of jammer set
Ib; Lower bound of jammer set
M Coefficients of the AOA 10 Direction of Willie—y
, 15 Direction of Bob—y
M Coefficients of the AOA
¢ Threshold g 3
a Parameter of Tent mapping
m Control parameter of the AOA 200 200
J An elite solution of jammer set
" An elite solution of relay set (2) Gain distributions of the MUVAA (b) Gain distributions of the MUVAA
Mazx Maximum value of the accelerated function of the AOA rzlay. am distbutions of the jamm:;.n isibutions o the
Min Minimum value of the accelerated function of the AOA

optimizer (MALO) [69] as benchmark swarm intelligence
algorithms for comparison. These algorithms are known
for their excellent diversity and exploration capabilities in
solving MOP, and their efficiency has been well-validated
by existing studies [40] [62]. Specifically, MODA sim-
ulates the social behavior of dragonflies to preserve
diversity, MOMVO extends the search space based on
the parallel universe theory, and MALO strikes a balance
between exploration and exploitation by mimicking the
predatory behavior of ant lions. The rich variety of
mechanisms provides a robust set of benchmarks that
highlights the effectiveness of the proposed algorithm
in addressing the formulated problem. The maximum
number of iterations and population size in these afore-
mentioned algorithms are set as 500 and 30, respectively.

Furthermore, we provide the comparison results of different
baselines and the CB-based approach.

Fig. 3. Gain distributions optimized by the IMOMA in larger scale network.

B. Simulation Results

1) Visualization Results: This part presents the visualiza-
tion results of the larger scale network.

Fig. 3 shows the distribution of antenna gains optimized
by the proposed IMOMA. Specifically, Fig. 3(a) shows the
antenna gains from the MUVAA relay in all directions. As
can be seen, the gain towards Bob is the highest among all
directions, which makes Bob receives the maximum strength
of data signals. Fig. 3(b) shows the antenna gain from the
MUVAA jammer in all directions. It can be seen that Willie
receives the maximum strength of jamming signals. Thus, the
legitimate vessel Bob can achieve more secure and reliable
maritime communication performance. Moreover, Fig. 4 il-
lustrates the movement paths of UAVs in the MUVAA relay
and MUVAA jammer from the initial hovering positions to
the optimized positions, which are obtained by the proposed
IMOMA. As can be seen, in the MUVAA relay and jam-
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(a) Movement paths of UAVs in the MUVAA relay.

Fig. 4. Movement paths optimized by the IMOMA in larger scale network.
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Fig. 5. The values of SINR of Bob and Willie obtained by the approaches
of CB-based, non-CB, and single CB.
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Fig. 6. A UAV multi-hop maritime communication system.

mer, the optimized UAV positions are more centralized and
compact than the original positions, which results in stronger
transmitted signals and optimal SINR values compared to less
centralized positions of UAVs. This more focused placement
facilitates better implementation of CB, thus achieving more
energy-efficient maritime wireless communications.

2) Comparison with the Different Approaches: Fig. 5 shows
the optimization objective values in terms of f; and fo,
which are obtained by the CB-based, non-CB, and single CB
approaches. First, the satisfactory values SINR of Bob and
Willie under the CB-based approach in larger scale network

14
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2 s_B n N
20000 e T
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> N - » H
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(b) Movement paths of UAVs in the MUVAA jammer.

TABLE V
PERFORMANCE COMPARISON BETWEEN CB-BASED AND MULTI-HOP
METHODS

Methods Smaller scale network Larger scale network
f1 f2 f3 ) fi fo fz @)

Multi-hop 0 0 4.1x10° 0 0 5.2x106

CB-based | 155 -27.9 6.6x10* | 20.8 -39.9 1.4x10°

indicate that CB can achieve remote maritime transmission and
effectively protect against eavesdropping. Second, the SINR
of Bob of the non-CB approach is negative, which suggests
that Bob cannot effectively receive information by the data
link, and the non-CB approach can not achieve long-distance
communications. Moreover, data signals are unlikely to be
received by Willie next to Bob. Finally, according to the single
CB approach, Bob and Willie both can receive data signals,
which demonstrates that data signals can be sent by CB, and
the jamming signals of non-CB can not affect Willie and can
not guarantee the safe transmission of data signals.

Furthermore, we use the UAV multi-hop method to com-
pare with the CB-based approach. Fig. 6 shows the sketch
of the UAV multi-hop communication system. Specifically,
multiple UAVs are uniformly deployed between the initial
area and the target location at the same altitude [70]. The
free-space channel model is applied to represent airborne
communications, and the results are shown in Table V. As
can be seen, the SINR values of Bob and Willie obtained by
the multi-hop method are 0, which is attributed to the long-
distance transmission preventing the target user from receiving
the signals. These comparison results further demonstrate the
effectiveness of the CB approach. In summary, the results men-
tioned above indicate that the CB-based approach outperforms
other approaches, achieving more efficient maritime secure
communications. In addition, as shown in Fig. 3, the CB-based
approach can maximize the antenna gain in the target direction,
which further illustrates its reliability and efficiency.

In this paper, the implementation of the key CB approach
requires increasing the number of UAVs. In this case, the
VAA formed by multiple UAVs is used to improve signal
coverage and transmission reliability, whereas the process
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inevitably leads to more energy consumption. Note that this
trade-off is necessary to achieve more efficient maritime secure
communications. In real-time communication requirements,
communication effectiveness is the main concern, and the
CB method can substantially improve the long-distance signal
transmission quality and ensure security. Therefore, despite the
rise in energy consumption, the CB approach is reasonable and
in line with the realistic needs.

3) Comparison with other Algorithms: Fig. 7 shows the
Pareto solution distributions obtained by the different al-
gorithms in larger and smaller scale networks of the CB-
based approach. The coordinates of the points in the three-
dimensional space represent the values derived from the three
optimization objectives. It is obvious that the solutions ob-
tained by the proposed IMOMA are more concentrated and
they are closer to the PF both in larger and smaller scale
networks. Therefore, the proposed IMOMA is more suitable
for forming VAA and has greater superiority in solving the
corresponding optimization problems.

Furthermore, Fig. 8 illustrates the optimization objective
values, which are obtained by different algorithms in larger
and smaller scale networks of the CB-based approach. As can
be seen, the IMOMA achieves the optimal results on the first
and second optimization objective values, which indicates that
IMOMA can implement the effective communications of the
legitimate vessel, and ensures security in the communication
process. Notably, the enhancement of optimizing the SINR
of Willie is more significant. Moreover, it is clear that the
proposed IMOMA is optimal in minimizing the total flight
energy consumption of UAVs compared to other algorithms.
The abovementioned results further show that IMOMA has
strong applicability and robustness during the VAA maritime
secure communications. The reason may be that we use the
chaotic approach to generate the initial values, which increases
the probability that the initial solutions are located around the
optimal positions. In addition, the considered hybrid solution
update strategies utilize heuristic methods to guide the solution
update directions, and it adopts different strategies to update
the solutions in different dimensions, thus improving the
performance of the proposed IMOMA.

In addition, Fig. 9 presents the optimization objective val-
ues obtained by different algorithms of non-CB and single
CB approaches. In Fig. 9(a), IMOMA performs well in the
three optimization objectives compared to other comparison
algorithms, which further confirms the efficiency of IMOMA.
In Fig. 9(b), IMOMA displays remarkable improvements in the
SINR of Bob and energy consumption of UAVs, whereas its
greater sensitivity to CB may cause Willie to receive more data
signals, resulting in poor results about the SINR of Willie. In
general, IMOMA demonstrates strong performance, achieving
efficient and secure maritime communications.

4) Convergence of the IMOMA: Note that proving con-
vergence is challenging due to the stochastic nature of the
algorithm. Moreover, it is difficult to give a direct convergence
curve for multi-objective optimization algorithms [71]. Thus,
we use the solution distributions, inverted generational dis-
tance (IGD), and alternative average convergence rate (ACR)
methods to assess the convergence of the IMOMA as follows.
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(b) Solution distributions in smaller scale network.

Fig. 7. Solution distributions obtained by different algorithms in larger and
smaller scale networks of CB-based approach.
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Fig. 8. The optimization objective values obtained by different algorithms in
larger and smaller scale networks of the CB-based approach.

(i) Solution Distributions Method: We analyze the solution
distributions with different iterations, as shown in Fig. 10(a).
Specifically, as the number of iterations increases, the solutions
gradually approach the Pareto front. When the iterations reach
around 300, the distributions begin to overlap, indicating the
stabilization of the solution, thereby suggesting convergence
of the proposed algorithm.

(ii) IGD Method: The IGD measures the average distance
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Fig. 9. The optimization objective values obtained by different algorithms of
non-CB and single CB approaches.

between the obtained solution set and the true Pareto front.
Since the true Pareto front is often unattainable, we use the
non-dominated solutions from multiple experiments to form an
approximate Pareto front. Fig. 10(b) presents the IGD curve
obtained by IMOMA. As can be seen, the IGD value decreases
over iterations, indicating that the solutions are aligning with
the Pareto front. After 200 iterations, the IGD stabilizes,
indicating that the IMOMA has converged effectively.

(iii) ACR Method: We utilize the ACR, which has
been shown to effectively reflect convergence perfor-
mance [72] [73]. For each of the three optimization objectives
in IMOMA, we calculate the ACR at each iteration, selecting
the best objective value within the Pareto set. Trend plots of
the ACR for the three objectives are shown in Fig. 10(c), where
we observe that the ACR converges towards 0, indicating
convergence.

In summary, the results from the solution distribution, IGD,
and ACR methods confirm that the proposed IMOMA has
effectively converged.

VII. DISCUSSION

In this section, the synchronized transmission process of
UAVs in the same VAA is further discussed.

In each round of G2A communications, with S sensing
nodes at the LBS and N UAVs, if each sensing node broad-
casts its data individually, S transmissions and S x N packet
receptions are required. To improve energy efficiency, a master
node can be selected to collect data from the sensing nodes
and multicast the summarized packets to all UAVs. This
aggregation reduces (S x V) receptions to (S + N) receptions
and one data transmission, with an additional N control
packets used for the master node selection. The data-sharing
process in each round involves the following steps [74]:

e Master Node Selection: UAVs multicast their IDs and
residual energy levels to select the UAV with the highest
energy as the master node, minimizing communication
and ensuring adequate energy for data aggregation and
forwarding.

o Master Node ID Sharing: The selected master node
broadcasts its ID to the sensing nodes, so they know
where to send their data. This single control packet saves
energy compared to multiple transmissions.

e Data Collection by Master Node: Sensing nodes transmit
their data to the master node, which aggregates the
information for efficient distribution.

e Data Multicast to UAVs: The master node then multicasts
the aggregated data to all UAVs, enabling them to perform
synchronized beamforming for the final transmission.

To further reduce communication overhead, master node
selections do not need to occur every round. UAVs can
exchange energy status information and estimate the number
of rounds a master node can sustain, reducing the frequency
of selections and enhancing energy efficiency.

Furthermore, the overhead of this process is relatively low,
approximately 10-20 seconds, which is minimal compared to
the time savings in communication and motion achieved by the
CB method. Compared to multi-hop approaches, our method
saves 50% to 90% of the time, with minimal energy consump-
tion, as confirmed by reference [74]. This combination of time
and energy efficiency makes the method highly applicable to
real-world scenarios, where quick decisions and sustainable
energy use are essential.

VIII. CONCLUSION

In this paper, the dual UAV cluster-assisted maritime phys-
ical layer secure communications via CB were investigated.
Specifically, we considered the CB-based dual UAV cluster-
assisted maritime secure communication system, which in-
volves maritime long-distance communications and takes into
account the security. In the system, one UAV cluster formed
an MUVAA relay to forward data signals to the legitimate
vessel, and the other UAV cluster formed an MUVAA jammer
to send jamming signals to the eavesdropper. Moreover, taking
into account the conflicting objectives, we formulated the
SEMCMOP. Then, to resolve the complex NP-hard and large-
scale problem, we proposed the IMOMA with chaotic solution
initialization and hybrid solution update strategies. Simulation
results showed that the CB-based method is significantly better
than that of the non-CB, single CB, and multi-hop approaches,
which means that CB is suitable for long-distance maritime
secure communications. Moreover, comparison results indi-
cated the proposed IMOMA outperforms several comparison
algorithms and is more suitable for CB-based maritime long-
distance secure communication scenarios. Future work can
extend the results of this study by incorporating real-time
variations in vessel positions and adopting more adaptive
DRL algorithms, enhancing the ability of system dynamics to
autonomously adjust to real-world scenarios. Additionally, ex-
ploring high-altitude communication platforms, such as HAPs,
could further enhance system diversity.
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